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AP &%

1 {EFRIRIE

1 {EEFERIIRIE

/& FRiEe

VEREIIEEMLE ( Virtual Private Network, LATEFRVPN ) o VPNEFEiTis
BRPHEIMFABZ= (Virtual Private Cloud, LATREFRVPC ) Z@@E I —RLZENE
~MBEEIEE. BWABERT, EEMFAB= (VPC) FHEMRIRSZS =L ESHFEY
HIEFORFABMNEZHITBE . MRFERVPCHIEMIRSZ B NEIEPOTFABR
MLRIER, BILABRVPNINEE, it NEVPNEFEEHNABNGE . #iEROES=LE
WEZ BEEEZE. AIE. MR EZEEE

ERTLAERA SR MRVAPIRI VPN TIERIRIE, e, &8, Wik, EfF. X
FROZEREIS S UAPIEES .

EIRAVPNIRSSRIAPIZRD, IBIHIRER RS THEVPNIRSEXRS, FREEEER
( RMERMBAFERE ) B “TRNE” &5,

VPNARSZIEM TREST ( Representational State Transfer ) XIAM&API, SZiHEiEE
HTTPSIEKIAR, AEREES WAEEREAPL,

KimT5 s ( Endpoint )

ZYRSIRHE!

R

#ZinTs= (Endpoint ) BIERAPIRIEKitE, REIRSARXIFAILRiHT SR E .

TRECIZAIVPN R RRIMESEAE AR, MREEEERSEA. ¥ Afei, BIX
520 ( EWERMERFERS ) B “EIERNEIRMENA” 5.

BIFARIRHIES WEFAPIRIRHE .

o kS
RFERIIKS, KSHEMABINERRZRZEBTEANHIEMNR, AL
EEAPER. PEBPNRS. BTWSEMETHE, ITHFRKSZE, #
WIEAEHZERAKSHITAEEERTF, BNEKRKS FEIZBPHERZABR
HITEEEETF,
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REH T AR

e HF
HAWKSEIAMPE)E, BEESMEIMR (WEBMBEOERE ) . =RSFEA
AR—BESEFH#ITEESETE.,
HALIERIEFS, & ‘S > BNEILE" TEEKSIDMIAMARID, BEE
AFAPIRENEREF, BFEMATIKS. ARNEBREEE.

e [Xi3 (Region)
MR B FOMEASIEHE XD, F—RegionAHZEMHITE . HREFME. WX
Fhif. VPCRIZE ., sHEHERMIP, RIGFAHIRS
Region7> 9@ HRegionf1E/ERegionFfH
- 1BFRegionigERIAHEFRHBRA=IRSSAIRegiON,
-  LERegioniERAHRE—X Sz REOSEEFREVSRSHER

Region,

e TJAHKX (AZ, Availability Zone)
— NI AXE— PSS MIEHIERONES, BN AKE, AZRELE
BEIE. Mg, FHESZFENSHRS1EE . — 1 RegionFHBNAZEEITS
BHAEIE, LUBERRBAZIEES TR RESIERKR.

e InH
XIFEA R —PMIRE, XM REHRARE, AXREEPEXIGERE (it
BRR. FHEEFEIMESRE) , DEOAIRB AR TEN, BRELUGES
KSHZXIFHFMERIER. NREREHTEISHRINRIES], ATLAEXIEE
INIRBEEIZFINE, HEFRBEHCIERR, ARELAFIENRALHTE
N, FERAFPXEERFEFIRBEHRIRER, HERREANIRIZHIENNEH,

1-1 INBfREEE

mEA mEB
WEA1 THEA2 IEB1 IEB.2
EihA EiHB

EHLEREHS, 7 “‘KS > EZIEIE" TEBEREBID,

o BIIRHE
EWIRERMENFHRR, $FXEVARREBIREHTHOENEE, 228
BE. CWIRBRAUEEZMXIGHER, BREPHOSETLUENTSL,
ﬁg!;ﬁ:\ililﬂiﬁ IDEREN R VIR B4 HRYFERER, B2 ( B EIBRAFE
E3 o
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FEHLE P4
APl &% 2 AP #E55

API 855

R ERAMBRAINENS IR, SEOMNARIEIES IABRRERFIHZAIR .

% 2-1 VPN O350

St 4B
UhEN | VPNRIE I AZZVPNRIKHIEIEE . &, B, MikRIARES
Z=VPN I A=VPNR X X EZO
AP
JumpI FimXACIE . TiE. B, MRSEO,
VPNiZE#E VPNIEZRIEUEE . &, Fih. MRSEO.
VPNEZEE | VPNIEZEREENEE. &8, BiREEO,
RSS2 | VPNEZER EoEnEimEC .
O - e . o
VPNiREE REEIE. RINFIMIPREZEO

2025-12-18 3



REHAE FAES
API &% 3 SNfaE A API

3 Y{aniAFE API

3.1 HiEIEK

ATBREST APIERAYAER, FHLUARIAMRSHEIERBIZIAMA kiR EINE
VEAFAPI, iZAPIZREXFFHIToken, Tokenm]LAFTFRFHEMAPIRTEIR

153K URI
15KURIBAN 3B 4R -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBRURIEBEEIFTKERLS, EXSHESHERTERENBERBERPRIRE
B, FrLAEILSRIRER

& 3-1 URI 92501588

2% R

URI- FRBTEEERIIMY, SBIFTBAPIIRAHTTPSHMY .

scheme

Endpoint | 18EFREHRESTIRSS immAIIRSS 2SI =Z8kIP, ARRSARIXIEAY
EndpointA<[&],

resource | FRIRR, BIAPIAEERR . MERAPIRJURIKEIRIREY, 4N “3XEVA
-path FToken” APIfJresource-pathg “/v3/auth/tokens” ,

query- | EIBEH, EAEAD, HAEETAPIEIEEINSH . ERSHIES
string BH— 27, R “SHZ=-SHEUE" , BIa0 “?limit=10" , &
TEE BT 105E0E .

MR

HHEEEE, T8 EFRAPIRIURIZERSD, REHresource-pathEfsy, FHIGiERAZEHE—IC.
XEFEFURI-scheme#BZHTTPS, MIEndpointfEE— M XigithiEE, FrLAESE EXmEsD
&g,
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REHAE FAES
API &% 3 SNfaIE A API

IBKRITxE

HTTPIERTSE (BFRAIREEENE ) , ERFEIRS EEBRMALKEARE.

% 3-2 HTTP A%

BiE 1588

GET BERRSRREHEERIR

PUT BRRSREFIEERIR

POST TERARSS 2SI RS TR IRIE o

DELETE BRIRSHRMREERIR, WMPBRTRE.

HEAD BKRIRSS R RIRELER .

PATCH BKRRS R ENRFRIEOAS .
%ﬁi)ﬁﬁ?ﬁ&ﬂ’ﬂﬁa‘ﬂ;, PATCHEJ BB E I —MNTRIR

EEERLEIAMBFIIURIERD, SRILIERIESKG XN “POST” , MEEFK
.
POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users

ERHE L

BIIMERLFER, WISERIURIFIHTTPSAFRERIIFER . BIUNE B RBARERRNE
&k “Content-Type” , IERENEEE.

FHNAHIERBERLFRIESNAHERERL.

2R )% BBk Al
Host BRAVPRSE (S & code.test.com

[
%, }‘AHE%AHE’J {ﬁﬁHAK/SKI‘A or
URLFRER. B9 | sERdiz==raas
hostname[:port], .
s MEES=1iNEED=EEN
ARYI®O, httpshY
EiAixw[9443,

Content-Type | HEFRRISEE (18 application/json: JEE*
) . EERFEE ARFILEHT JSON =
FBEAE fFeR,

application/json,
BEMEERNSTE
BAEOFRE iR
B,

code.test.com:443

i
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3 Y{arifERA AP

25 fik gEyg | o

Content- iBXKbodylikE, B2 | & 3495

Length fiZA3Byte,

X-Project-1d projectid, INB% | & €9993f 7+ ¥ *xrkxiixh3a34
S BEERM | ynmecgs | 0f9c0f4
BIDETREIRE =%

S o AK/SKIATERS
RYEOE
X, HEZS
projectiz=¢
FHAK/SKIAILE
AEEOEK,
NiZFEg W,
1%,

X-Auth-Token | FEFToken., B i LU gToken~fl /v
FAFTokentB3h 2@ | fEMTokenih | o
FESRENAFToken | IEANZ=FERY: | MIIPAGYJKoZIhveNAQcCo
ARMRIE, 13 | &, ..ggg1BBIINPXsidG9rZ
ARHE—ARFEIA
UERYEEO .
1BEKNIN B IHfETE
IEJVHEISES
(Headers ) 8%

AY “X-Subject-
Token” RY{ERDS
TokenfE.,

(i8R

APIEIRYSZIF(FEFAK/SKIAIE, AK/SKIAIE{EFESDKYT &K
flAuthorization ( BZINESE ) FIX-Sdk-Date (iEREIZEAIATE ) B3Rk,

AK/SKIANIERSIEEH RIS S DIAIEESARAY “AK/SKINE” o
@‘?’%IEE@UEIAMEHP%D, {ERBAK/SKATUAIERT, INEELERNIEKIN T

No

,—

()

BE, ERUESBMEBERPHF

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json

IERHEA (AiE)

IZERD AR, IERIBRRBEE SRR (JUSONEXML ) &, SiERiEEkH
Content-TypeXJ [z, (EBEFRIERIBERLZINMIAS . EBKBEEARFIISEIFH
X, WARNZFFAM/IUTE-84%A3

BMEONBRERARABTRE, EHTES N EOBFTEEERERAE (HEHHE
SAJ9% ) , GET. DELETERMERBNIEOMATERERE, HEKREKAASTTEER
EEAEOMmE.

MFEEXZIAMARED, EaLUMNEONBSREDERMENERSHRSH
7B RERRIIAERISRIN TR, IMENFREZRIELRMERS
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3 tN{a)iEFE API

e accountid AIAMEFERrERIKSID,
e usernameSECIZHIAMARE,

e emailIIAMBFHIBBE o

o | AMBFRIERERD .

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxxxreiik  SignedHeaders=content-type;host;x-sdk-date,
S ig n a tu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username",
"password"- Nkkkkkkkhki!!
5 5
"email": "email",
"description": "IAM User Description"
}
}

FXERNIEXMEREENABHERTET, EJLEMcurl. PostmansiEiESR
SRBEANEXERIFAAPI, WFIRENARTokenz, REIRINELNE 2L
“x-subject-token” FEEEIKENRIFEFToken, BT TokenZ 5, &einILAEH
Tokent AR FIEAMBAPI,

3.2 TAUEEEN

ERZEOSWTRMIAEL, EefLUEREEA—F N TIAIESEN

e TokenlAiE: @i Token AMIEEAIBERK

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEF(EFAK/SKIAIE, BEZEHtETokenNEES

TokeniAlE
(RARY:
Tokenf9EXER 24/ \BF, EB(FH— M Token SRS, TILASELEFRCk, BEsMEEA,

TokenfEiHENAZHARSHE (R8T ) HIER, HBHTokenFiLRIBEEMIIR
TokenIAIERLETEIFAAPIRYB RIS Token INFIBERIBELS, NMMBISHIANIE, 3K
SRIEAPIBIIR . TokenRIi@ITifE FASREXFHF Token#2 5REN

=RBEFEERMEE 5N MBARSINEERIRS .
o IMBRRBEEHFIINERIIToken, WATERbodysauth.scopefIBE S

project,
o LRRRBEEFNEBERIIToken, ATiERbodyHauth.scopelIEME S
domain,

AR EIERARMEAPIEZEIRNBE R Token, BNEARMKEEF TokeniEORY, EK
bodyHRauth.scopeHIBMEFE EikiZEproject, TR

{
"auth": {
"identity": {
"methods": [
"password"

1
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3 WN{a)iE A API

3.3 IR[O1%

"password": {
user {
"name": "username",
"password"; "R
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project™: {
"name": "XXXXXXXX"
}
}
}
}

$REXTokenfs, BIRAEMEORN, SEEMEEREELFIRIM “X-Auth-Token” ,
H({&BN 9 Token, fFlaNToken{EF “ABCDEFG ?, MAREORS “X-Auth-Token:
ABCDEFG....” INEhEXKEELENAT, Zzlﬂ:ﬁﬁmo

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json
X-Auth-Token: ABCDEFG....

AK/SKIAIE
(11 %88
AK/SKEZINEA NI EEARANE12MBLAA, 12MBLL ERYIEKiIEEATokenIAIE .

AK/SKIMIEFLZERAK/SKIHERFITER , HIFKIPBERERRMNEIERL, MM
BT BRI

e AK (Access Key ID) : i5a)Z48ID, SFATIFIOZAXBIE—IRRLT; 0%
$BIDFIFABIBIOZESA—EfER, MERFITNESS,

e SK (Secret Access Key ) : FABIFIOZEE. SiHRZEIDEEFER, WiEktT
EEE, AIhnRARER, FHEERBEES,

{EFAK/SKIAMERT, EJLAE?L&%%%{E%AK/SKXJHE? 7882, BLUERE]
B ZSDKIFERIHITES .

(MERIY:
EZSDKRIRMHERINEE, SIRSZIZMAISOKAE, ERIIEER.

xR

WSS
BREELGE, SRR, HEREEINEE. IMALEESAERA.

ISR —HNEISXAIEFARD, IREBEERTR T IERIMMAYAE, TEIRE
FIRIESMNREHE

MFEERCEIAMBRZEO, NRARBREMRESES “2017 , NFRFEKKE .
VRIS
SNIEKEEL, WREHBHEEEL, a0 “Content-type” o
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MFEERZIAMARED, REQIE1ARIESL.

3-1 EEERIE IAM ARG Sk

"¥-Frame-Options": "SAMEORIGIN",
"X-IAM-ETag-id": "2552365939-daf6f12521974cbo7338acllfceacia”,

"Transfer-Encoding”: "chunked",
"Strict-Transport-Security™: "max-age=31536688; includeSubdomains;”,
"Server”: “api-gateway",

"¥X-Request-Id": "af2053f2bcca7a42325a69a1% 6c32a2",
"¥-Content-Type-Options”: "nosniff”,
"Connection": "keep-zlive"

"X-Download-Options": "noopen”,

"¥-¥55-Protection”™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",
"Date": "Tus, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utfs”

NaRzES (B )

ZERD ik, MALHEAEELASMUEIC (21ISONSXML ) iRE]l, SIHAGHEE Sk
Content-TypeXJ iz, (EEFRIDALERLZIMINS

MFEEREZIAMARED, REWNTERF. AREER, XERERESHR
o

{
"user": {

"id": "c131886aec...",
"name": "I[AMUser",
"description": "IAM User Description",
"areacode": "",
"phone": "",
"email": "**@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": ""
"xuser type"
password_explres_at”: null,
"create_time": "2024-05-21T709:03:41.000000",
"domain_id": "d78cbaci..........",
"xdomain_id": "30086000........ ,
"xdomain_type": ""
"default_prOJect_ld" null

}
}

SEOEALEN, SROERBRERESIRNE, EXIMNAIBodyAEIUII AT
o
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}

Hrh, error_codeZRRi5IRMG, error msgRRN A=A EE .
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EINERMLE
APl &% 4 AP

API

4.1 S\ = VPN API
4.1.1 itsE N VPN Rk

4.1.1.1 €3 VPN Rix<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 W(aERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 SE0REA
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
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FEILE M4
AP &%

4 API

£ 4-2 5KkSH

B

RE

]

ju

vpn_gateway

CreateVgwR
equestBody
Content
object

VPNRIKITR o

% 4-3 CreateVgwRequestBodyContent

E=3

EZ{M‘\

s,

I

& i

ik

name

N

IhEGIRAE: VPNRIXES R,
EUESBE: 1-641MFFF, IFH
F. BXFE. 3 (\ude0O -
\UgfaS) N ( -szué%) . T ( I:szl.]
)..(=),

HANE: FENSBmERIENS
vpngw-***g9Z¥R, FIE0: vpngw-
a45b,

network_typ
e

String

iy

INEEIRAE: VPNRIXRIZESRE, A
M ( public ) SREAIVPNRYEIEIL
EIPS3SimMFEE; FAR
(private ) SEEYAYVPNRIKIEIT
VPCIIAIFAR P53 ik K FRIE o
EEEHE:

public: 2,
private: FAMJ,
ZHAE: public,

attachment_
type

String

oy

INACIRAR: KEMED,
EEEE:

vpc: EHIFAB =,
er: RIVEEHZES,
ZHME: vpc,

ip_version

String

N

ggl‘a“éi%ﬂﬁ: VPNRIXAYIPIMY bR

EESEE: ipvd.
ZONE: ipv4

2025-12-18
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FEE FAMIES

APl &%

4 API
2R S BEY | A
i%
er_id String B o IfAEIRAR: VPNRIFEPMEEZAIERST
BIE9ID,
o #J3: 36fZUUID,
Lattachment_typeBic&E /9" er "Bt
HS, SUARE,
er_idfvpc_id AR gERIAT A= o
vpc_id String B o IPREIHER:
vpc_id2VPNRISEKEXAYLS3VPC
RYID, {XHattachment_typeAvpc
AYIR[E]
e #J3R: 36fZUUID,
Lattachment_typeft & 9"vpc Bt
WIE; Yattachment_typeficE S
"er"FfE]ANIES, Zvpc_idill
access_vpc_id&BESHAT,
access_vpc_id4E .
vpc_idFler_idRBERIATAZ o
A LABIS EgVPCHIREEVPCHY
ID,
local_subnet | Array of = e INEEIRAA: IPVARIHmFMNE= LEF
s String MW, ZFMNEEZBEZVPNS= TR
Ui IIHITEIE
BOVPNNXRZIEE50RinF
M, BBANFRIETUR:
192.168.52.0/24,
o #%k: attachment_typefiE N
"vpc"BF. Hip_versionBtE
"ipv4"RTAE, BUFIE,
connect_sub | String & o INAEIRAR: VPNME(ERAIVPCF

net

D

e #J3R: 36fZUUID,
Lattachment_typefic & /9"vpc"BT
WIE; Yattachment_typeftE R
"er'BWAAES,
connect_subnetF[
access_subnet_idZMESHT,
access_subnet_id&R4,

Hattachment_typeJgerfit, FM
FEEFED29MTHIP,
Lattachment_typeJavpcht, HNER
access_subnet_id5
connect_subnettBE, MFMFE
E5EPATTRIP; WRAE,

NFBEZL2MTHIP,

2025-12-18
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FEILE M4
AP &%

4 API

B

5]

i)

bgp_asn

Long

o INREIHEE: VPNMIXHIBGPE AL
E=

o EVESGE: 1-4294967295,

o ZIAE: 64512,

flavor

String

N

o INREIRAE: VPNRIXRIMAZZERY,
IFRAEEEIESEVPNIZHI &t
#2VPNR XTI EAYSpecificationik
I,

o EUEEHE:
- Professional1
- Professional2

o Z{A\{E: Professionall,

availability_z
one_ids

Array of
String

oy

o INgEEAA: EPEVPNMIXAIEIF
X . AERBER/VPNRISKIEER]
X, RFEEETAXATLAIE
S EIIVPNRX AT X &EiFA AKX
FZ, BiR#Eflavor.
attachment_type. ip_versionfy&
HEBEEHHEVPNRIXSIFRIAT A
X,

o ZUSR: GNRVPNRIFKSTHFE N RZLA
FRIFTARXE, BUESREA
X; ZF—TEAAXES—;
;ﬁﬁ%ﬁjﬁﬁ XESABECIZVPNI

enterprise_pr
oject_id

String

oy

o IfEEi<AA: IIRBID,
o #Z4TR: 36{UUIDELE"0",

o ZINME: "0", BTXRREET
default®IIRH .

eip1

CreateRequ
estEip object

iy

o INBEIREE: WUEVPNRIXERER
HE—NEIP, FEERAMKETR
FEIP,

e #9%R: network_typeApublicATis
%, JAprivatelIAEEES,

eip2

CreateRequ
estEip object

N

o INEEBEA: XUEVPNMIXFRRER
RISEZAEIP, EHFEXMKEFTR
&EIP,

e #J%R: network_typeApublicATis
%, FprivatelIAEEEE,

2025-12-18
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FEE FAMIES

APl &%& 4 API
2R S in’:?" iR
access_vpc_i | String B o INBEEIRAR: VPNRIXERAJEAN
d VPC ID,

£9%R: 36fUUID,

ZMNME: Elvpc id=FERFTIERYE.

BILUBIE EIfVPCEIREEVPCHY

ID.
access_subn | String B INEEHAR: VPNPS{ERARSEAN
et_id VPCHAJFMID,

£95R: 36{4ZUUID,

Hattachment_typegerfs, FM

FEEEED2PMTRHIP,

Lattachment_typegvpcht, TR

access_subnet_id5

connect_subnetfBE, MIFMhE

EEEPINTHIP;, INRARE,

MFTBEZF/D2MZTHIP,

ZXINME: [Elconnect_subnet=EZFT

HAYE
ha_mode String B INREIHEE: MEAIHAED,

"active-active"FRzWE, "active-

standby"®REF

EVESBE: active-active, active-

standby,

ZANE: active-active,
access_privat | String B ThaeisiBA: FARISEEIVPNRIKAYEE
e_ip_1 NFARIIPT, 35XEipCUEEFAMI AT

RE, FEMNXETAEIp, XLEM

xR R EIpT,

EEBE: EANTFRMEREIE S

Ecipo

4R ESENIP2ERIEE, &

BESIENIP2ES.,
access_privat | String ) ThReiREA: FARIZEEIVPNIKAYIE

e_ip 2

NFAIIP2, $EEipBIEEFARI I KHT
w8, FEMNMEITAEp, YGEN
xR A EIp2,

BETEE: BAFMNMERLIA S
Ecipo

4R ESENPIEREE, &

BESIENIPIEES,

2025-12-18
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FEILE M4
AP &%

4 API
B i) BEY | A
i%
tags Array of B o INEEIRBE: REFIZE.
prisowe ||+ s msmsaon.
R 4-4 CreateRequestEip
B il =EY | A
i
id String & o IfBEIHAR: EIPRIID,
o HUESEE: 36fZUUID,
o #R: HEAEHEIPHIES, 3
HOUZREIPRIANIE,
type String & o INAEIRAR: EIPRYZEEY,
o EYEBE: 5_bgp (£zh7EBGP)
o #JTR:
- WRERRBARZIHARE,
- HFtIEEIPHENEERE,
BURE,
charge_mod | String & o INEEIRAR: EIPRYTE=ITERE.
€ o EVESHHE:
bandwidth: ¥&mEeitE.
o ZU%R: HICIZREIPHEEARYIE
/\;ﬁzﬂjﬁgﬁﬁ ) \muzzigo
e ZAIAME: bandwidth,
bandwidth_si | Integer B o IfBEIHAR: EIPRUEEZE AR/, B8
ze fiZ: Mbit/s, B regiongefiZiefit

HYEIPERATEAE, EIPRIEKT

EEIRTFEIPIRSS, ATLAMFERTIE
KIS THIEIPHR AR .

o EVESEE: 1-1000, E{AEYEIS
SEBMENMIRSOIZREIPERL,

o ATR: LFEIZEIPIH=BEAREE
HEHTRNEEES, SNAE,
flavorgProfessional 1A, BY{EAR
BEA3F300; flavoriy
Professional2fd, BY{EAREART
1000,

2025-12-18
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FEILE M4
AP &%

4 API

B

w®

bandwidth_n
ame

IREIRAE: EIPHYES=EIR,
EVESEE: 1-641MFRF, I

\uofa5). _(TXlZk). (k). .

(=)o

295K HFCIEREIPHSEEARYE
HETERNTERES, BURE,
EOANE: SFEREIPIHSAT, &
RIS EERIEIN
vpngw-bandwidth-***JEIPH
ZR, flEn: vpngw-bandwidth-
elfa,

bandwidth i
d

String

iy

TOREWER: WEID, BliEsEtERm

IPEHTLEEEEINHETS
EVESEE: 36{ZUUID,

R PERAEHTENFEES,
BNARE,

2R 4-5 VpnResourceTag

B

e

R

key

String

IHaEAR: AREAVHEE,

EETEE: 1-1281MFF, M
F. BYFE., X, FEHFE.
BE. K, URUTERS: =
+_@o

value

String

i

INEEAR: FRERE,

EVESBE: 0-255MNFF, iE
F. BYFE., B, FmAUFE.
BB, K, URUTERS: =
+_@o

IEREG

a. {FRABEBEIPEIEXEXVPCAIVPNIIZK,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"

]

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

2025-12-18
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"eip1 n: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

b. FrEREIPRIFEXELERAIVPNX

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"name": "vpngw-1234",
"attachment_type": "er",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"vpc_id": "584a238f-demo-a8df-va86-edca746f6277",
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"availability_zone_ids": [

“type": "5_bgp",

"charge_mode": "bandwidth",

"bandwidth_size": 1000,

"bandwidth_name": "vpngw-bandwidth-1391"
%
"eip2": {

“type": "5_bgp",

"charge_mode": "bandwidth",

"bandwidth_size": 1000,

"bandwidth_name": "vpngw-bandwidth-1392"

}

}

}

c. GIEFARMIELXVPCAIVPNRIX o

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"network_type": "private"

IMEGEE
o [N
IREPMRZERS A 201: successful operation,

2 4-6 N Body 2¥5%

B it ik
vpn_gateway | ResponseVpn | VPNREITER,
Gateway
object

2025-12-18 17
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E= i) fR
request_id String 1B5KID,
% 4-7 ResponseVpnGateway
B St R
id String e INBEIRAA: VPNRIXID,
e I3(: 36{1ZUUID,
name String o IfAEIRAR: VPNRIEZFR,
o EUESEE: 1-641MFFF, BIFH=F. =
XFE, $32(\ude00 - \udfas). _(F
XE) . -(FLlZk) o
network_type | String o INBEIREH: VPNRIFEMILZZAERY,
o BUEEE
public: 2,
private: FARJ,
e EAE: public,
attachment_ty | String o INREIHAR: XELER.
b€ o BYEEBHE:
vpc: EHRAB=.
er: RIVEERFHZS,
ip_version String o IHAEIRAA: VPNRIERIIPHNYERZ o
o BUESEE: ipv4d.
er_id String VPN FZEIZAIERSEFIAYID . X
attachment_typeAerfFiR[E],
vpc_id String vpc_id2VPNRIZKEXAINS5VPCAIID . X
Hattachment_type AvpchtiR[E],
local_subnets | Array of String | IPv4RixFM, ANisFNE=EFM, 1%
MERFEEIESVPNSBEFPUIMNZHTE
B, B ERIETRA:
192.168.52.0/24 . {¥Hattachment_type
JFvpcHip_versionAipv4RtiR[E],
connect_subne | String VPN MR {EREIVPCHEI—1NFMID o
t
bgp_asn Long VPN XHIBGPEAIEHRS -
2025-12-18 18
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B KB A

flavor String o INBSIHEE: VPNRIXANUSET!, SOhF
IEEEIESEVPNIZH 5032 VPN
X AmEAYSpecificationiEIi .

o EUESEHE:
v300: KA TE300Mbps, iZEUE
BEER, (BIARBESME, &
WAE(FERZEE .
vig: BRAEAREE1Gbps, ZEUEDE
EFR, BIARBFESESF, BINF
BFERIZEUE,

Professionall: Akt A
300Mbps,

Professional2: s K& AT 5 1Gbps,

connection_nu | Integer VPNRIE RIS AVPNIEEE
mber

used_connecti | Integer VPNMX T HBIEEFERAIVPNIEEE
on_number

used_connecti | Integer VPN T Hei 2L BAIVPNERZED
on_group . A—AFMXA=IRFIEZEEN—
MEEE., VPNRIKEAZ R 1012 ER
VPNIEEH,

enterprise_proj | String o IpELlHBA: BMIRBID,

eCt_Id ° *gl_:t. 361ﬁUUIDﬁ%"O"o

access_vpc_id | String e INBEIRAA: VPNRMEERAYEAVPC
ID,

[ ] *gj_l:t' 3611‘ZUU|D0

access_subnet_ | String o IPELIHER: VPNMX(ERAJEAVPCH

id H9FMIID,

[} *gft 3611‘ZUU|D0

ha_mode String o INEEIRBE: MIXAYHARETL, "active-
active"FRR"WE, "active-standby"Z
~ES,

o HUESEE: active-active, active-
standby,

o ZXIMME: active-active,

tags Array of Ry,

VpnResourceT
ag objects

2025-12-18 19
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2% 4-8 VpnResourceTag

BR St fiiju
key String o INREIRAR: FREATHE.

o EUESBE: 1-1281FFF, T,
HBNFH., P, BARFIE. #EiE T
1%; D)\&DXT??& _-:=+'@o

value String o INREUERE: FRESHY(E.,

o HUETEE: 0-255MF%, ZiFH=F.
BYFH., b2, BFE. EiE. T
1}, URIUTER: _=+-@,

/.

V.

o NARFEH
a. {FRABEBEEIPEIEXEXVPCAIVPNR ALY
{

"vpn_gateway": {
"id": "134f9fb1-demo-a8df-va86-2040a5c13325",
"name": "vpngw-9f24",
"network_type": "public",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"local_subnets": ["192.168.0.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

non

"ha_mode": "active-active"

I
"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"
}

b. FrEEEIPBIEEEXERAIVPN M ZAINGR o
{

"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "public",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

non

"ha_mode": "active-active"

I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}
c.  BUEEFARIEEXVPCHIVPNEHINERYS o
{

"vpn_gateway": {

2025-12-18 20
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"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
1
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}
RS
iESA.2 K&,
4.1.1.2 &if) VPN <
ol 25
IjJHbﬂél:l
RIEVPNRIXID, EIFEEAIVPNRIX .
HARBE
523 WMElERAPI,
URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}
%+ 4-9 SHUHA
2R S 2/Y | A
i%
project_id String = IREID, aILABIIIkEEE IDFRERE
ID,
vgw_id String = VPNRXID,
\$ :\ r4
=P Iﬁl%\
o EXkZ2¥
o
o BRI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
2025-12-18 21
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AREHER
o IARIBH
IREWAZSAS A 200: EAMY

2= 4-10 3K Body S#51%

B it ik

vpn_gateway | ResponseVpn | vpn_gatewayXi&,
Gateway
object

request_id String BXKID,

& 4-11 ResponseVpnGateway

B Syt fiik

id String o INBEIHAR: VPNMXID,

e ’z(: 36{1ZUUID,
name String o INBEIHER: VPNMIXZIR,

EVESEE: 1-641MNFH, SEHEF. &
X=F8. 3 (\u4e00 - \u9fa5) . _
(FRIZ) « - (PRIEL) . . (=)o

network_type | String

THREIEER: VPNPIRRZEREL ,
EEEHE:

public: 23,
private: FAM,
ZHAE: public,

status String

IHAEAR: VPNRIEIRZS

EEEE:
PENDING_CREATE: ¢lzrh,

PENDING_UPDATE: &E#h,
PENDING_DELETE: fip&h.,
UPGRADING: FgHh,
ROLLING_BACK: [ElEH,

PENDING_UPGRADE_CONFIRM: &I\

R

ACTIVE: IEFE,
FAULT: B,
FREEZED: &EE,

2025-12-18
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B 281 A
attachment_ty | String o INREIHAR: XELE,
pe o EUEEHE:
vpc: EIFABE =,
er: fRMVEEHIZE,
ip_version String o INEEIHER: VPNMERIIPHIMYARZ o
o BYETHE: ipvd,

er_id String VPN XEMZEIZRIERSEHIAYID . 1N
attachment_typeAerfFiR[E],

er_attachment | String VPN X FKEEHIERIZEREID o

_id

vpc_id String VPN FEXAYNSSVPCHIID . (X3
attachment_type AvpcAHiR[E] .

local_subnets | Array of String | IPvAZRiRFM ., KigFNE=LEFM, ZMN
BEEEIVPNSAPMINGSHTERE., B
AMRIERHETRGI: 192.168.52.0/24 . {4
attachment_typeAvpcHip_versiongipv4
BiRE] .

connect_subne | String VPNRIX B FBAIVPCHREI—NFMID,

t

bgp_asn Long VPN XHIBGPE RS o

flavor String o INBEEER: VPNPIKHAIAZSERY
o HUETBHE:

Professionall: mKE AT

300Mbps.
Professional2: g KiEA&mes1Gbps,
availability_zo | Array of String | Z3ZBVPNMERIAIEX . HigE 7 A BXAT
ne_ids MiR[E]; HKISETHXAT, FEVPNRFEY
IRZESAACTIVERSR[E],

public_border_ | String NHILFRE,

group

connection_nu | Integer VPNX RIS AVPNIZEZEL -

mber

used_connecti | Integer VPN Y a2 2ERERIVPNIERE

on_number

used_connecti | Integer VPNRX T HEIE&ERRIVPNIEZA D

on_group . B—BFRRIANZHRSFERZAR—
ERZAE . VPNRIKEAIASZIF 101N R 2R
VPNiE#EE,
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B it fiik
enterprise_proj | String o IfgtIRER: TDIIREID,
ect_id o #83t: 36[IUUID. BIRAITENIRE
"0", FRABEETFdefaultBIIRE,
it "0"HARELFARITWIRAID,
eip1 ResponseEip | WEVPNMIXRREBRIE—NEIP, £5&
object VPN XFRREEIP, 7EVPNRIKATIR
A AACTIVERTFIRME],
eip2 ResponseEip | WEVPNMIXRRERRIE_NEIP, £
object EICVPNXFRREZEIP, FEVPNRIKAGIK
SRACTIVERHEE]
created_at String o BlEEATE, FEVPNRIKAPRZSSIACTIVE
AgiR[E]
o UTCHJIENEZN: yyyy-MM-
ddTHH:mm.ss.5552,
applied_at String o £XATIE., FEVPNRIFEHIRZSFHIACTIVE
AhiRE,
o UTCRIEIEC: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o 5 IREHAIE. FEVPNRIXAPRZE
BACTIVERTIR[E]
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm.ss.5552,
access_vpc_id | String e INBEIHAA: VPNMIX{ERRIEAVPC
ID,
o #&(: 36fUUID,
access_subnet_ | String e INBEIAR: VPNMIX(ERRIIEAVPCH
id H9FMID,
o #&x(: 36fZUUID,
access_private_ | String FARIZEBIVPN R ERIIZNFARIP, VPNRIE
ip_T1 FERIZFARMIPS XS iR KERIE . WEMKER
RMERNE— AL, FERFTREFAN
itk
Ml 192.168.52.9, {XZinetwork_typeJs
privateftiR[E],
access_private_ | String FAMIZEEIVPN I KAZANFAMIP, VPNRIE

ip_2

ERIZFAMIPS TR EIE . BUEMKE
RMERRIE N FARMELE, FEFRRETAN
i‘mi.lto

7Bl 192.168.52.9, {XZnetwork_typed
privateftiR (=],

2025-12-18
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B

1)

ha_mode

o IHAEIRAR: MIFEAIHARET, "active-
active"FR T XE, "active-standby"FRx
5,

o EWESBHE: active-active, active-
standby

o ZXIME: active-active,

supported_flav
ors

Array of String

P9 AT FHECEURY BRI o

supported_feat
ures

Array of String

THREWRR: MKAISZHFRISFIETNRE o
BESEHE:

query_connection_log: BEIEEAE.

tags

Array of
VpnResource
Tag objects

IR

upgrade_info

String

o INREIRER: ARER. (BASIFHER)
o HUBESEE:

- ready: AILAFK.

- expiring soon: BMY&3HA,

- unready: xR,

& 4-12 ResponseEip

B

sm)

iR

id

String

e IpAEEIRAR: EIPAYID,

o 18X : 36 UUID, Z{ERAZKIATIIR
BAiRE"0",

ip_version

Integer

o INAEIRER: EIPKRAN,
o EYESEBHE: 4.

type

String

o INAEINAA: EIPHYKEY,

o EYESEE: 5_bgp ( £EI7ZBGP)
AEE (BEEAMIPEOSZ ) K “H
B AMIP” E5rhtype=FERRYENE
:;.Eo

ip_address

String

o INBEIRER: EIPEIAMIIPVALTELL

o 18I\: ipv4EEUHtbuE, FIan:
88.¥** Frx 11

2025-12-18
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B

ik

charge_mode

o IJRENER: EIPRYRESITERIRI. WRE
THETUIRH R

o HUESEHE:
bandwidth: i&¥aEitER,

traffic: &n=a1t#,

bandwidth_id

String

o INBEIRAR: EIPEIHSEEID,
o &z 36{IUUID,

bandwidth_siz
e

Integer

o INEEIRAE: EIPRYT=A/N, BU:
Mbit/s. B regionBEIRIRHAYEIPEK
e, EIPRIGRATHEESZRTEIPAR
%, ALAMERIERIESKF TRIEIPAY
BRAT 5o

o HUESEE: 1-1000, E{REUEIESE#
A MRS CIZREIPERL

bandwidth_na
me

String

o INAEIREA: EIPAYTZEETR.

o EUEBE: 1-641MZFFF, TIFH=F. =
XFE. #$3Z(\ud4e00 - \udfas). (T
k). -(FRIZ) . .(5).

share_type

String

o INEEIRAR: ToEait=3ERY,
o HUESBHE:
PER: HEZ=HTE,

WHOLE: H=7

cit

& 4-13 PolicyTemplate

EZ St fER
ike_policy IkePolicy ike SREENTISR
object
ipsec_policy IpsecPolicy ipsec ZREEXIR o
object
= 4-14 lkePolicy
E=2 St #iR
encryption_alg | String o INBEINER: NMNZEX,

orithm

e HUBESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

2025-12-18
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E= i) fR
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTRSANERFRERD, Hizx4&

ds

ZEERBRIEIKE SASEIEH
o HVESTE: 60-604800, Hfi: .

R 4-15 IpsecPolicy

ds

=T it ik

authentication | String o INBEIHAR: INIEEE,

_algorithm o EYESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEEIRER: MIZE X,

orithm o HUBESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIAA: PFSEFRIDHERSAL

o HYESBE: groupl4, groupls,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEIRAEA: FRBCEIPSeciERIEIIAYRE

BLAREREENEFEEA.
o EVESEE: 30-604800, EAfy: b,

%% 4-16 VpnResourceTag

B it 3%
key String o INBEUIRE: AREHIHE

o EUESBE: 1-1280FfF, M=
BYFE. P BIFE. FiE. T
1(%7 L\)\&I’\)\—I:$fg: _-::+'@o

2025-12-18
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N

o HUESBHE: 0-2551M=FTF, iFH=.
RBYFE., . APFE. @5 =
1%; D)\&D)\T?fg _-::+'@o

4 AP
B 281 A
value String o INEtIHER: ISHIE,

o [BRZHFA

a. EIHRAMSEEIKEXVPCAIVPNRIX

{

}

b

"vpn_gateway": {

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",

"network_type": "private",
"status": "ACTIVE",

"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0

"used_connection_group": 0,

"enterprise_project_id": "0",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1 ":"192.168.146.45",

"access_private_ip_2": "192.168.146.77",

"ha_mode": "active-active"

"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

B2A2 REB.

4.1.1.3 &if VPN %513
THEENEB
EVPNRI XS,

ARTIE

URI

15203 AMEEAAPI,

GET /v5/{project_id}/vpn-gateways
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xR 4-17 SEUHA
B S =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
& 4-18 153K Query &85z
B i) =AY |k
1%
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR

WAGER

IBRSH
o
IERR ]

a. EEATEVPNRIX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_idZifVPNE ,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?

enterprise_project_id={enterprise_project_id}

i Rz S40

IREMAZIS A 200: @I

2= 4-19 R Body 275k

=T it ik
vpn_gateways | Array of FESESH
ResponseVpnGat
eway objects
request_id String BEXID,
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= 4-20 ResponseVpnGateway

B

RE

%3

id

String

e INALSIHAA: VPNRXID,
o &= 36{UUID,

name

String

o INAGIHAR: VPNRIEZIR,

o EUESEE: 1-641MFETF, TIFH=F. &=
XFH. 3 (\ude00 - \udfas) . _
(TR ) « -(PRIL) « . (=) o

network_type

String

o INAGIHAR: VPNPYERLESEEY
o HUBESEE:

public: 2K,
private: FAM,
e ZIAE: public,

status

String

o INAGIHAR: VPNRIFEIRZ,

o HUESEHE:
PENDING_CREATE: gz,

PENDING_UPDATE: E#i,
PENDING_DELETE: Mip&eh,
UPGRADING: F&h,
ROLLING_BACK: [EiEH,
PENDING_UPGRADE_CONFIRM: #iA
i

ACTIVE: IEE.

FAULT: B8,

FREEZED: &4,

attachment_ty
pe

String

o INEEIAR: XKEXEDN.
o EVEBHE:
vpc: BB =,
er: 1AVERHZE.

ip_version

String

o INAEEEA: VPNMIFEAIPHMYARAN .
o HUESEE: ipv4,

er_id

String

VPN K FZEIZHIERSEFIRIID . 12
attachment_typeJgerfdiR[a],

er_attachment
_id

String

VPN KEXAYERIERZID o

vpc_id

String

{¥Hattachment_typeAvpcHtiR[o], 2
VPN KEXRILSSVPCRIID .
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B i) fR

local_subnets | Array of String | IPvAZRizFM , KNigFME=LEFM, 1%
MEZEEITVPNSHFPNINEZ#HITE
B, BAMERIEIRAI:
192.168.52.0/24 , {XHattachment_type
JavpcHip_versionAipv4Rix[al,

connect_subne | String VPNRIXFFr{sEFBARIVPCHREI—NFMID,

t

bgp_asn Long VPNRIFXHIBGPEAIERHS .

flavor String o INBEIREA: VPNIKAIFIAZSEERY
o BEUESEH:

Professionall: R KiEATT

300Mbps,

Professional2: K& A&T5s1Gbps,
availability_zo | Array of String | E8EVPNMXHIT AKX . HigsE THHEKX
ne_ids IR E]; HRIBENBRXAET, E£VPNK

FAPREIACTIVERTIR[E],
public_border_ | String LHBRE,
group
connection_nu | Integer VPNRIX TFRIERAVPNIZEZE .
mber
enterprise_proj | String o INACHAR: MIREID,
ect_id o 1L 36fZUUID. BIEATRIENLERE]
"0", FRARBTFdefault®WIRE
i "0O"HARESFAENEWIRAID,
eip1 ResponseEip | VPNRIXfERRIE—EIP, FEVPNRIKHY
object IREAACTIVERHR[E],

eip2 ResponseEip | VPNRIXERAIZEZEIP, TE£VPNRIKAY
object IREHAACTIVERHR[E],

created_at String o BIFERE, FEVPNMEAVIAEAACTIVE

ATiRE],

o UTCHJIEIEIN: yyyy-MM-
ddTHH:mm.ss.S552,
applied_at String o HATIEl, FEVPNMIFAPIRZSIACTIVE

FiRE ,

o UTCHIIEIEIN: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HfEIREHAIE. FEVPNRIXAPRZES

FIACTIVERHR[E]

o UTCEIEMEZC: Jyyy-MM-
ddTHH:mm:ss.5552,
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access_vpc_id | String o IfEEIRAA: VPNMIEERAJEAVPC
IDo
o 1&=(: 36fZUUID,
access_subnet_ | String o INELIHEA: VPNMX(ERAJIZEAVPCH
id HFMIID
o #&x(: 36fZUUID,
access_private_ | String FARISEELVPNRIKEIEENFARIIP, VPNRIX
ip_1 {EIZFAM IPEXJURP KEIE . BLEMIK
FRERNE— I FARMEIE, FEFRRE
FARIHBAL .
A~ 192.168.52.9, {XZnetwork_type
HprivatefFiR[E],
access_private_ | String FARISEELVPNRIKHIEENFARIIP, VPNRIX
ip_2 BRI FARIPSXTimMEIE . SEEMK
FRERNEZNFANMIE, FERRE
FARIHBAL .
~f5l: 192.168.52.9, {XZnetwork_type
AprivatefFiR[E] .
ha_mode String o IHAEIRAA: MIEAIHARET, "active-

active"FRXUE, "active-standby"F
~EHFo

o HUESEE: active-active, active-
standby,

o ZEMAE: active-active,

supported_flav
ors

Array of String

P9 K AT FHECERY BRI o

supported_feat
ures

Array of String

KB ST HF AU IETORE o

tags Array of REFIER,
VpnResourceT
ag objects
& 4-21 ResponseEip
B it 111
id String o IfREIHAR: EIPEIID,

o f8: 36fZUUID, H{EABIALEIIR
HEHRE"0",
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B

St

%

ip_version

Integer

INREIRAE: EIPKRAN,
EEEE: 4,

type

String

INREIRAR: EIPHYZEEY,

BUESEE: 5_bgp (£nh7BGP)
TEE (BEAMIPEOSE ) 1Y “H8
B AMIP” BT dhtypeFERAYEUE

ip_address

String

INBEIEE: EIPAYAIPvALtELIL

MU ipv4SEBRIthE, fIan:
88wk wak 11

charge_mode

String

IIRENER: EIPRYmEEITERRI, iiE
BRI

BYEEE:
bandwidth: &t

traffic: IREITE,

bandwidth_id

String

IHEEIRAR: EIPHYEESID,
&= 36{7UUID,

bandwidth_siz
e

Integer

IhEEIRER: EIPRYTSZER/N, BBfi:
Mbit/s. T regionBEISIZHRIEIPRK
e E, EIPRYGRATEZPRTEIPAR
5%, OILMER IR FHIEIPAY
BRKHR.

EVESEE: 1-1000, BEAEYESSE®
MRS CIREIPERRY

bandwidth_na
me

String

INESIHAE: EIPHIEEEZFR,

BUESEE: 1-641MFRF, FHEF. &=
XFHE. 3 (\ude00 - \udfas). _(TF
ﬁué%)\ '(':F'jzug%)\ «(lﬁ)o

share_type

String

IREIREE: R R,
IEEE:
PER: JRZFHEE,

WHOLE: H=7

it

o
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R 4-22 VpnResourceTag

2R i g
key String o INEEIRBEE: FRESAYEE,
o BUESEE: 1-12871FF, IFH=F.
BYFHE, fX. fmAFE. #iE. T
1, URUTER: _=+@,
value String o INEGIRER: FSHIE.
o EUESEE: 0-2550NFFF, iFH=.
BYFH., AN, AIFE. g5, T
1B, URIATER: _=+@,
EivzEY)
a. EAFEVPNRXAINER .
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"

h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
b

"created_at": "2025-06-28T02:36:16.834Z",

"updated_at": "2025-06-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",
"network_type": "public",
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"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
I
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
I
"created_at": "2025-06-28T02:22:27.24Z",
"updated_at": "2025-06-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"

L

"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
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"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"
L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
L
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2025-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"

b. iR#Eenterprise_project_idZi&VPNMFAINEN
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32faldfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
h?
"created_at": "2025-06-28T02:36:16.834Z",
"updated_at": "2025-06-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A
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A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "er",

"ip_version": "ipv4",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"access_private_ip_1": "192.168.4.7",

"access_private_ip_2": "192.168.4.99",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9of",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"availability_zone_ids":[

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

L
"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"

L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{
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}
}
1,
}
RESET
ESIA2 KA.
4.1.1.4 8% VPN M%<
IHRENA

AR

URI
IEKiHR

"authentication_algorithm
"encryption_algorithm":"aes-128",

":"sha2-256",

"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

HRIEVPNRIXID, BEFEERIVPNMIX

5203 STERAPI,

PUT /v5/{project_id}/vpn-gateways/{vgw_id}

& 4-23 SERH

2R SR =AY | %A
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vgw_id String = VPNRISELAIID
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% 4-24 iE5RSH

=i il =AW | R
i
vpn_gateway | UpdatevVgw | = vpn_gatewayXI&R .
RequestBod
yContent
object

Z 4-25 UpdateVgwRequestBodyContent

E=4 it BEY | A
yoi
name String & o INBEIRAR: VPNRIXZFR,

o EVESBHE: 1-647MZFF, HiEH
F. BYFHE. 3 (\ude0O -
\uofas) . _ (FXIZ) . - (%l
%)..(H).

local_subnet | Array of = o INEEIHER: IPVARIHTFM , ANikF
s String WE= EFM, ZMEFREED
VPNSREPUIMSEHITEE. 845
P ER STV -

192.168.52.0/24,

o #JR: Hattachment_typefeE N
"vpc"Bt. Hip_versionfL &R
"ipvd"IEES, BURE. 81
VPN X ERZIEE50 M AN imF M

o INEEIRAE: BYHIEIPAIID, FR
HRTEFRAYEIPYEORGEVPN R X
FRYEE—NEIPEL EF VPN XA
=EEIP, 4BEFHAIEIPRIRAIRSCHRED
1H[EHBRYEIP,

o #J%E: 36fUUID,
network_typefic & 9publicAIrIiE
5, 5NAE,

eip_id_2 String & o INEEIRER: BMAYEIPAID, FR
SRTEFRAVEIPYERGEVPN R X AfE
FERYSE — A EIPTY VPN R KAY
£ZEIP, HBEFRIEIPHIRA IS CRRST
1=[RBRYEIP,

e #ZJ%R: 36{UUID,
network_typefit & IpublicAI A&
E, zl:l:muzzi,ao

iy

eip_id_1 String

o EREH
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N Rz S

a. EHFEEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

{
"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [

"192.168.0.0/24"
]

}
}

) VE=25

"eip_id_1": "f1469b4a-demo-a8df-va86-bb7de91cf493",

IR[BPIAZERS A 200: successful operation,

2= 4-26 [IK Body 2#5%

B it ik
vpn_gateway | ResponseVpn | vpn_gatewayXi&,
Gateway
object
request_id String BXKID,
& 4-27 ResponseVpnGateway
E= £ =il ik
id String o INBEIHAR: VPNMIXID,
e Iz(: 36{1ZUUID,
name String o INBEIHER: VPNMIXZBIR,
o EUETGHE: 1-641MFFF, BFEHF. =
N, 137 (\ude00 - \u9fas). (T
Xge) . -(PLlLk) .
network_type | String o INAEIRAR: VPNRIFEMLZZERY
o EUETHE:
public: 23,
private: FAR
e ZAE: public,
attachment_ty | String o INALIHAR: XEfE,
> o EUETBE:
vpc: EIAFAE =,
er: RMVERFHES,
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E= £ =il 1k
ip_version String o INASHAR: VPNMIZAYIPHMYARAN .
o HUEBE: ipvd.
er_id String VPNRIZFmEZRIERSLAIRIID . X2
attachment_typeAerfdiR[E],
vpc_id String vpc_id2 VPN KEXRYNSSVPCRIID , {X

Lattachment_typeavpchdiR[aE],

local_subnets

Array of String

KNipFMW . RNigFME=LFM, 1ZME

=EEIVPNSHEPIMEZHTEB. 2

NESHETRI: 192.168.52.0/24 . ¥

attachment_typeAvpcHip_versionAgipv4
AiRE ,

connect_subne | String VPN MR {EBEIVPCHEI—PFMID o
t

bgp_asn Long VPNRXHIBGPRIBIHRS -

flavor String o INACIHAR: VPNRIFZHIIMAGSERY:

o HUESEHE:
Professionall: mAXiEAS
300Mbps.

Professional2: s K&& Ao 1Gbps,

it

availability_zo
ne_ids

Array of String

ZREVPNMXHIT AKX . HisE THHEX
AR E];, HKRIEETHXAES, 7EVPNR
FKEPRSAACTIVERR[E]

connection_nu | Integer VPN®IE RIS AVPNIEZE]

mber

used_connecti | Integer VPN X T Ha1EEFERIVPNIEZE .

on_number

used_connecti | Integer VPNRX T HEIELERAVPNIERZAD

on_group . EB—BFRRIXNHRSIERZAR—
M&ERZE . VPNRIKERIASZIF 1012 ZERY
VPNIZERZEH

enterprise_proj | String o IfBEIRER: WIREID,

ect_id

o 1&=: 36 UUID, GIEITAMENIR[D]
"0", ‘rEBRETdefaultIIRE .
E "0 HARELFEMNEWIREID,

eip1 ResponseEip | YUEVPNRIXFRNMEMBRIE—PEIP, &
object VPNREZRREEIP, TEVPNRIXAPIRZES A

ACTIVERHIR[E],
eip2 ResponseEip | YUEVPNRIXFRNMEMBRIE_NEIP, &

object

VPNRIXZFRRFEIP, FEVPNRIZHMIRZES S
ACTIVERHR[E]
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B

%

created_at

o BIFEATE, TEVPNRIKAPIAZSIHACTIVE
AfiR[E],

o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.SS52,

updated_at

String

o EE—IXEHMATE., TEVPNRIXAPIAZS
FACTIVERHR[D] ,

o UTCHIIEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,

access_vpc_id

String

o INAEIHAR: VPNRIEEERAYIEAVPC
D,

o #&=: 36{ZUUID,

access_subnet_
id

String

o INALER: VPNRIERATRAVPCTH
BIFRID.

o I&zL: 36{ZUUID,

access_private_
ip_1

String

FAMIZEBIVPN I CATIZNFARIIP, VPN
FERIZFANIPS I iR K IEE . NGEM X
FRERANSE—NFAMMENE, ERFRE
FARIELIL .

7l 192.168.52.9, {XZnetwork_type
AprivatelFiR[E]

access_private_
ip_2

String

FARISEEIVPN KA ANFAMIIP, VPNRISK
{(EFIZFAMIPSXJiRMIXEIE . TLERIK
FRERRIBE N FARMEIL, FEFRTE
FAMIIBAL

A~ 192.168.52.9, {¥Znetwork_type
HprivatelFiR[E] .

ha_mode

String

o IHAEIRAA: MIEAIHARET, "active-
active"FR"XE, "active-standby"FE
T~EF,

o HYESBE: active-active, active-
standby,

tags

Array of
VpnResourceT
ag objects

IETIZR,
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2% 4-28 ResponseEip

B

RE

%3

id

String

e IfBEIRAR: EIPHIID,

o 18z 36 UUID, X{EAEIATIIR
BARH&E]"0",

ip_version

Integer

o INACIHAEA: EIPRRZAS,
o EVEEH: 4,

type

String

o INBLIRAR: EIPHIZEEY,

o BEY&ESBEl: 5_bgp ( £&h7ASBGP)
AEE (BEEAMIPEOSZ ) “H
HEMEANIP” BT dtypeFERAVEUE

ip_address

String

o INBEIHAR: EIPHYZLNMIIPVALELIL

o &I\ ipv4EBEUtht, HIun:
88.xx* F*x* 11

charge_mode

String

o INRENER: EIPRYWEEITERRI, W&
TR L 2

o HUBESEHE:
bandwidth: (&t sait2%,

traffic: ER=E1TE,

bandwidth_id

String

e IHALIRAA: EIPAYREEID,
o &=: 36{ZUUID,

bandwidth_siz
e

Integer

o INBEIRER: EIPRYIESSA/N, BAI:
Mbit/s, T regionBEISIZHAIEIPRK
wmAE, EIPRIRKHEZRTEIPAR
%, JLMER T ERIESKA TAIEIPAY
BRAT R

o EVESEE: 1-1000, EAEYEESEM
MRS ElEeipEtt .

bandwidth_na
me

String

o INRLIHAA: EIPHUEEZEEZIR.

o EUEEE: 1-641MFFF, XM=, &
XFH. #3(\u4e00 - \udfas). _(F
REk) . -(FRIZ). (5=).

share_type

String

o IfREIRER: HEHAZREE,

o EYEBHE:

PER: JHZHE,

WHOLE: &=,
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& 4-29 VpnResourceTag

2R it ik
key String o INBEIRER: FRESAYHE,
o EUESTE: 1-1281FF, HiEH=F.
BNFH. b, AFE. HE. =
B, URIUTERS: _=+@,
value String o INEEIRAE: FREHIE.
o EUESEE: 0-2551MFF, SiSH=F.
WNFE, B, AFE. EiE. &
B, URIUTES: _=+@,
g =2t

a. EHIEEIPEANVPNRXAINWAT o
{

"vpn_gateway": {

}

n

}

n

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

h?
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
j?

created_at": "2025-06-15T08:56:09.386Z",
"updated_at": "2025-06-15T11:13:13.677Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
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b. VPNIAZA “GUE+” , EIHEW.
{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}
N
BE A2 KL,
4.1.1.5 (1ZcRI AN
ab 25
ThRENR

ARTIE

URI
IsKiER

(ECMFK NG, BRMNSIFIRT I EMX o

i5S LAMaE AP,

POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

%+ 4-30 SRR

ZR - i =AY | iR
i%
project_id String = IRBID, aJLABId3kENIRE IDFRERE
ID,
vgw_id String = VPNRXELAIID,
o IEKRSH
*4-3115ksY
B Sl =AY | it
1%
vpn_gateway | UpdatevVgw | = vpn_gatewayXI&R .
Specificatio
nRequestBo
dyContent
object
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2 4-32 UpdateVgwSpecificationRequestBodyContent
B St BEY | R
1%
flavor String = o INEEIRAR: EHFRIVPNRIZLAR
(=
o HUESEHE:
Professionall: AL TS
300Mbps,
Professional2: gz KiEA o
1Gbps,
o BIMXZIFNEETCESEENA
VPN RIS K AT
supported_flavors=E& .
TBERIFA
POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification
{
"vpn_gateway": {
}
AT
DJVESS
IREMRZERS S 200: successful operation,
3% 4-33 gLy Body #1313k
AR -3t 111
vpn_gateway ResponseVpn | vpn_gatewayXd&R
Gateway
object
request_id String BEKID,
R 4-34 ResponseVpnGateway
B St A
id String o INEEIHAE: VPNRIXID,
o #&x(: 36fZUUID,
name String o INREIREA: VPNRIXEZTR,
o BUEEE: 1-641FFF, BIEHF. &
N=FE., B3 (\ude00 - \uofas). _(F
jzug%)\ _(I:Fljzug%)o
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B

%

network_type

o INASIHAR: VPNPYELESEEY
o HUBESEE:

public: 2K,
private: FAM,
e ZIAE: public,

attachment_ty
pe

String

o INBEEIRAR: KEAET,
o BUESEHE:
Vpc: }:Eﬂ'l*[\ﬁz_:o
er: 1IVIRAHZE.

ip_version

String

o INAEHAER: VPNIIZEAIPHMY AR .
o EUESEHE: ipvd,

er_id

String

VPN PEZEAIERSEHIAIID . X
attachment_typeAerfFiR[E],

vpc_id

String

vpc_id2VPNMXXEAISSVPCRIID,, {X
Hattachment_type AvpchtiR[o],

local_subnets

Array of String

o INEEWEE: KNigFM. KinFME=L
F, ZMERFEEEEVPNSBFK
FHITEHIE,

o EBNMIEFIET~MHI: 192.168.52.0/24,
{¥Hattachment_typeAvpchtiR[ao],

connect_subne | String VPN EH{ERRIVPCHAI—NFMID,
t

bgp_asn Long VPNRXEBIBGPEAERS .

flavor String o INELIHER: VPNMZAIINARZERY:

o EVEBHE:
Professionall: Akt Ekm
300Mbps.

Professional2: gz KiEA& s 1Gbps,

availability_zo
ne_ids

Array of String

ZREVPNMNXIT AKX . HisETHHEX
ATRiR[E]; HKRIEETRHXAS, TEVPNK
AR HACTIVERHR[E]

connection_nu | Integer VPN XTI AVPNIZEEE .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE
on_number

used_connecti | Integer VPNRX T HEIS 2 ERIVPNIEZEEAN

on_group

., RA—AFRMNEXA\=BIMRSEREEAR—
PMEREH . VPNRIKEAIASZIF101MN R EER
VPNiZEREH
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B it fiiA
enterprise_proj | String e INEEHER: BMMIREID,

ect_id

o : 36fUUID, BIERIAENIRE]
"o" ’ %iﬁiﬁ%?de'faultﬁéﬂlﬁg o
E "O"HAREXLFENEWIRAID,

eip1 ResponseEip | MUEVPNREFRRERAIFE—EIP, &
object VPNRXZERREEIP, FEVPNRIXAKRZS S
ACTIVERHR[E],
eip2 ResponseEip | WUEVPNRIXFRMEMBRIE_PEIP, &
object VPNIHEZRRFEIP, TEVPNRXAPIRZE
ACTIVERTHR[E],
created_at String o BUEEATIE, FEVPNRIKAPIRZSFACTIVE
AgIR[E]
o UTCHIIEIEIN: yyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o RE—IXEHMAIE, FEVPNRIKEPIRZS
FACTIVERHIR[E]
o UTCRYEE: yyyy-MM-
ddTHH:mm:ss.5552,
access_vpc_id | String o IfEEIHEA: VPNM{ERAYEAVPC
ID,
o 1&=: 36ZUUID,
access_subnet_ | String o IHBEUHER: VPNMIE(ERAYZEAVPCH
id AYFMID .
e ’I: 36{ZUUID,
access_private_ | String FARIZEBIVPN R ZAIZNFARIP, VPNRIE
ip_1 FERIZFARIPSXTimMEIE . MEEMX
FRERNE— I FARMIE, FEFRRE
FARGIBLIE
~fF: 192.168.52.9, {XZnetwork_type
HprivatelFiR[E],
access_private_ | String FARIZEBIVPN R KAIIZNFARIP, VPNRIE
ip_2 FBRIZFARIPSXTiRRERIE . MGEMX
FREANEZ ARSI, FERTE
FARGHBLIE
af5l: 192.168.52.9, {¥Znetwork_type
Fprivatef R[],
ha_mode String o INAEINAA: MIEAIHARET, "active-

active"E&RXNGE, "active-standby"Z&
~EH.

o EWESGHE: active-active, active-
standby .
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B

St

%

tags

Array of
VpnResourceT
ag objects

REIIR.

& 4-35 ResponseEip

B

smy

ik

id

String

e INEEAA: EIPRYID,

o 18z 36{UUID, {EAEATIIR
BARRE]"0",

ip_version

Integer

o INACIHAA: EIPRRZAS,
o EUESEHE: 4.

type

String

o INBEINAR: EIPHYSERY,

o EVESEE: 5_bgp ( £FHZABGP)
OJEE ( BHAMIPEOSE )y “H
BEEEAMIP” Erhtype=FERAYEVE

ip_address

String

o INREEWBA: EIPEYLKIIPVALBIIL,

o 18I\: ipv4ZEEMENE, BIEn:
88 ¥ ** 11,

charge_mode

String

o UEEBE: EPMREUEER. BRE
SR,

o EVEEBHE:
bandwidth: ¥&HEE1T2E,

traffic: Em=EitE.

bandwidth_id

String

e IfAEIRAA: EIPEYEEEID,
e ¥&=: 36{IUUID,

bandwidth_siz
e

Integer

e INEEHER: EIPAYTER R/, BAf:
Mbit/s., B regionBEIBIRHAYEIPR K
A, EIPRERKHESZRTEIPER
5, ALMERTEFRESK~ TAIEIPAY
BRATR.

o EVEBHE: 1-1000, E{AEEIESZ#
HAMIRSE iR eipEHL

bandwidth_na
me

String

o INBEIHAR: EIPAYHZEZIR.

o EUESEHE: 1-641MFERF, IFH=FE. =
XF8. H3(\ude00 - \udfas). _(F
XK. -(FRIE) . (=),
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E= i) 1k
share_type String o INREIRBE: HERHERE,
o EUETHE:
PER: JM=iHER,
WHOLE: H=55,
2% 4-36 VpnResourceTag
2R St R
key String o INBEIRAR: IREHIHE,
o EUETBE: 1-1281MNFE, HHFE.
=+ ~ e
BYFE., P, ARFE. @5 T
1B, URLIFZER: _=+@,
value String o INEEIREH: FRERYES
o EUESEME: 0-2550FFF, TIFH=F.
RXFE, P, ARFE. EiE. T
1% ’ L)\&L/{-F$1-5 . _-:=+'@ o
o NaRFFHI
a. FEFEEIPEANVPNRXAINER
{
"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1 " {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": |I5_bgp|l’
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
h?
|Ieip2l|: {
"id": "6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
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"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
L
"created_at": "2025-06-15T08:56:09.386Z",
"updated_at": "2025-06-15T11:13:13.677Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

b
"request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}
b. VPNIAZS “GUE” , EIHEW.
{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

}
7T
ES A2 RS0
4.1.1.6 fIER VPN R
ThEENR

HRIBVPNRIXID, HIRRIEEAIVPNRIX .
BRSE
B2 I3 UHTERAPL,

URI
DELETE /v5/{project_id}/vpn-gateways/{vgw_id}

% 4-37 2E0HEE

B i) =AY | 8
i%
project_id String 2 IREID, mILABII3RENIRE IDFRENRE
ID,
vgw_id String = VPNRIXELAIID,

I5KiHZ
o iBEREBH
o
o IBERER

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
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IAGEE
o IS
IREMRZSRZ S 204: MIBRALIN
LIz =207
VPNIRZSA “BliEH” , MIBREM .

{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ffObdca6-demo-a8df-va86-e4bcclea52bc) is not ready,

currently CREATING",
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"

}

I NTE

ESIIA2 WM.
4.1.1.7 &) VPN RETHRX

ThRENR
BEVPNRIX AKX .
BRI

523 WMMTEAPI,

URI
GET /v5/{project_id}/vpn-gateways/availability-zones
= 4-38 2#45EH
BR i =AY | %A
i%
project_id String = IREID, aJLABId3kEIE IDFRERE
ID,
IBXIHE

o IEREA

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones

MRS
LI )V
IREYAZSAZ ST 200: successful operations,
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% 4-39 IR Body 2%(31%

B Syt f#iA
availability_zo | AvailabilityZo | ATEKX%IZE.
nes nes object

request_id String BXKID,

% 4-40 AvailabilityZones
=T St 1k

professionall VpnGatewayA | Professional1pX&iitE
vailabilityZon
es object

professional2 | VpnGatewayA | Professional2[ & o
vailabilityZon
es object

LA E R K ARFERISEPR A S B B &% VPNIZH & 82 VPN X R EAYSpecification
IR,

Z 4-41 VpnGatewayAvailabilityZones

B it 1k
vpc Array of String | XKEXVPCEERATAXTIZE.
er Array of String | XEXERFERIATAEXIIZE .

o N@RAEAHI
{

"availability_zones": {
"vpc": ["az1"],
"er": []
1
"professionall1": {
"vpc": ["az1", "az2"],
"er": ["az1"]
1
"professional2": {
"vpc": ["az1", "az2"],
"er": ["az1"]
1
"er": ["az1"]
}
}

"request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}

RS
BEBMA2 R0,
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4.1.1.8 F£% VPN Rk
ThEEN 43
FHEVPNRIX ,
BRREE

5203 WTERAPI,

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/upgrade

X 4-42 55K path 2¥%1%

BR E- Sl )%
project_id String InHID,
vgw._id String VPNRESLFIID o

\$ 0y :\ r4
185Ki ﬁl%\
o EKREH

2 4-43 UpgradeRequestBody

B ESic) =EY | @R
i%
action String = o INEtiRER: HIUR(E
o BUEEE:
- start
- finish
- rollback

o IEKREA

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/upgrade
{

"action"; "start"

}

)A=1EN
o NS
IR[EPAZSFS F9202: successful operation,
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= 4-44 QR Body 2%(31%
B St 11153
job_id String {F53id,
request_id String iBKid,
LI )z =207
{
"job_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"
}
K&
1BES A2 K&,
4.1.1.9 ERRFESTIFE
TheEN R
BRRIFESIIE.
ERGE
15& 13 AMaERAPI,
URI
GET /v5/{project_id}/vpn-gateways/jobs
& 4-45 SHUREA
ZR i =AY | %A
i%
project_id String 2 IREID, aILABIdIkEIRE IDZRERE
ID,
& 4-46 153K Query SHFIE
BiR -3l =AY | iR
%
resource_id String & HIEID,
BERIER
o BKSY
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WAGER

o
(R =]
a. EERERRES.

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs

b. #RiEresource id&EHRE(ES,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs?resource_id={resource_id}

IS4
IREMAZSEDS S 200: R0,

2= 4-47 IR Body %513

B St R
jobs Array of Job EFBER.
objects
request_id String BKID,
2 4-48 Job
E= E-Sit) ik
id String o IfELIRAA: {E53ID,
o 1&=: 36/ZUUID,
resource_id String e IfEEIHER: VPNMXZFIRID,
o ’Z(: 36{:ZUUID,
job_type String o INAEIRER: {EBREL,
o HYESEE: upgrade, rollback,
status String o INBEIRAA: VPNRITIRZS,
o BUESEE:
upgrading: FRHF,
pending_upgrade_confirm: FE&FHK
iAo
success: FRALIN.
rolling_back: [Ei&EH,
rollback_success: [EiR%I.
fail: FEREM,
created_at String o INBEIHAR: GUEERTE.
o UTCEIEMEZN: Jyyy-MM-
ddTHH:mm:ss.5552,
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E= i) 1k
finished_at String o INEEiAEA: £55RAYiE.
o UTCHIEIMEZ: yyyy-MM-
ddTHH:mm:ss.5552,
28 4-49 Sublob
B i) Rk
id String o INAEEIHAR: {FS3ID,
o &=: 36{UUID,
job_type String o INAEIREA: {E3BREL,
o EUEEH:
- prepare_resource
- upgrade_worker_1
- upgrade_worker_2
status String o INEGIHER: (IS,
o EYEEHE:
- init: ¥R
- upgrading: Kk
- success: FRRLIN
- fail: FEREM
created_at String o INAEIHAR: GIZEAYE.
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
finished_at String o INEEIRER: Z5%RAd(a),
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.5552,
error_message | String o INEGIHAR: HEiIRER
)z =]
"request_id": "8dfd314d50caab38ccc40e4df2213eda",
"jobs": [
{
"id": "e3be04c3-0b62-45d8-b1dc-f4785c96412e",
"resource_id": "b3eb2b86-2a6d-41f2-835f-879021764b84",
job_type": "upgrade",
"status": "success",
"created_at": "2025-06-04T03:29:01.855Z",
"finished_at": "2025-06-04T03:29:33.085Z",
"sub_jobs": [
"id": "80c103ab-61b9-4e74-8e47-fd78ac6177eb",
"job_type": "prepare_resource",
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"status": "success",
"created_at": "2025-06-04T11:28:01.926+08:00",
"finished_at": "2025-06-04T11:29:03.993+08:00",
"error_message": ""
b
{
"id": "b035cd1c-b9f4-4b05-b9af-b8fcf75eaeba",
"job_type": "upgrade_worker_1",
"status": "success",
"created_at": "2025-06-04T11:29:01.926+08:00",
"finished_at": "2025-06-04T11:29:14.993+08:00",
"error_message": ""
b
{
"id": "db3dabe1-60a0-45ff-91b7-735aff90a3dd",
"job_type": "upgrade_worker_2",
"status": "success",
"created_at": "2025-06-04T11:29:01.931+08:00",
"finished_at": "2025-06-04T11:29:33.037+08:00",
"error_message": ""
}
1
}
1
}
RS
B2 IA.2 K&,
= s
4.1.1.10 BIFRIEEESZRICR
ab /A\¢D
INRENA
RIBESSID, MERIEERIESICR-
AJ ~,
BRI
5213 W{aEAFAPI,
URI
DELETE /v5/{project_id}/vpn-gateways/jobs/{job_id}
& 4-50 SRR
B i) 2/Y | A
i%
project_id String 2 IREID, aILABIIIREIRE IDZRENRE
ID.
job_id String = {£531D,
\E :\ 4
BREE
o BFKk&
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To
o IEREAHI
DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs/{job_id}
I Az S
o NS
IREMAZSESA 204: HHIBRELIN
I NEE

52 A2 )R8

4.1.2 SumpI <

4.1.2.1 BIE TR

ab
ThEEN A

ARTIE

URI

BERHEE

B BT 5VPNRKAEZERIXT iR XK o

52 WAeE FAPI,

POST /v5/{project_id}/customer-gateways

& 4-51 SH05A

BR i) =aY | 5A
i&
project_id String = IRBEID, aJLABId3kENIH IDFRERE
ID,
o EKRSH
= 4-52 5k
=Y it =AW | R
1%
customer_ga | CreateCgwR | 2 customer_gatewayXd& .
teway equestBody
Content
object
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& 4-53 CreateCgwRequestBodyContent

& em s | ik

S,

H

53
I

iy

o INEEIRER: XTiRMEZFR, FIEAT
SBEIERER I cgw-+193
FRo fBIEN: cgw-21a3,

o EVESEE: 1-647MFF, HiFH
F. BYFHE. 3 (\ude0O -
\uofa5) . _ (XU ) . - (=%l
%).. (=),

name String

iy

o INREIRAR: XFumPRARTIRZEE
o EYESBHE:

- ip: MimMRIRRZER Aip,
o ENME: ipo

id_type String

THREWRE : XJimMKARIR(E.

o BVESEE: 1-1287M=FF. 24
id_typeipRd, RIES =S +#E
IPv4tteiit (40192.168.45.7 ) .

ali

id_value String

IheeiIRAE: XimMX<BIBGPRA
=

o HYESBE: 1-4294967295,

o AJTR: Hid_typeNiplIelEES, &
MAIE,

N
[ ]

bgp_asn Long

iy

tags Array of o INREIREA: 1REIIR.

VpnResourc o #JTH: BBEE20/.
eTag object ) B

2% 4-54 VpnResourceTag

B S B | iR

o INACIHER: FRESAYEE,

o HVESEE: 1-1281MNFE, iFX
F. BYFE., B, FEHFE.
BE. %, UKL=/ =
+'@o

key String
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BR E it 2B/ | R
%
value String = o INEEIRBE: 1REERYES
o EUESEE: 0-2550FF, i

F. BYFH, . wmPEFE.
BiE. =%, URLITIER: =
+-@,

BRI

N Rz R

POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways

{

"customer_gateway":

{

"id_value": "10.*2** *** 21",

"bg_p_asn": 65000,
}
}

Mg Rz S%L

IR[EHREAS A 201:

BIEZRI .

2= 4-55 N[N Body S%4%5I%K

B St faiR
customer_gate | ResponseCusto | customer_gatewayX4sR,
way merGateway
object
request_id String BKid,
& 4-56 ResponseCustomerGateway
B it 1)
id String o INAEEIRER: XFimMFEAIID,
o 1&x(: 36fZUUID,
name String o INAEEIRER: XFimMIEZFR,
o HUBEEE: 1-641MF1F, BiFHF. &
MFE 3 (\ude00 - \udfas). (T
tué%)\ _(I:Fljzug%)o
id_type String o INBEINBE: ITURMIFITIRSERY,
o HUEEE:
- ip: MimMRIRRZER Aip o
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B it ik
id_value String XFimMRA FFRIRE o
bgp_asn Long i XHIBGPEIGIHRS . (XHid_type
79|pﬁji}g@ °
created_at String o BIiERTIIE,
o UTCRIEMEZN: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o RE—IXEHATE,
o UTCRIMEIETN: yyyy-MM-
ddTHH:mm:ss.S552,
tags Array of REFIER,
VpnResourceT
ag objects

2 4-57 VpnResourceTag

BR St i} u
key String o INREIRAR: FRERTHE.

o HUESEE: 1-1280FFF, FH=E.
BYFE. P, ABRFE. B T
*gy L\J\&D)\-lt?fg _-::+'@o

value String o INEEIREE: REHIE.

o HUESBE: 0-2551VF%F, =,
WNFE, B, AHFE. EiE. &
B, URIUTES: _=+@,

V.

o NaRFEI
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"id_value": "10.#%* = 21",
"bgp_asn": 65000,
"updated_at": "2025-08-13T02:34:56.784574762Z"

h
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"
}

AT
EBMA2 R
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FEILE M4
AP &%

4 API

4.1.2.2 EFRFiRRIE

ab
ThEEN 4B

AR7IE

URI
IEKiHR

WAGEHER

RIEXSIRMKID, EIEHEERIXTIRMXK .

52 AMEE AP,

GET /v5/{project_id}/customer-gateways/{customer_gateway_id}

K 4-58 2#45EH
B E-Sit) =R | ik
i%
project_id String = IREID, aJLABId3kEI R IDFRENRE
ID,
customer_gat | String = Xt iwMIKID o
eway._id

o EREA

GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

o [NRNZSE
IREMAZSIS /Y 200: G

% 4-59 AN Body S#5%

=T it IR
customer_gate | ResponseCusto | customer_gatewayyd&,
way merGateway
object
request_id String B3Kid,
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2R 4-60 ResponseCustomerGateway
B St f#id
id String o INAEIRER: XFimMFEAIID,
o #&x(: 36fZUUID,
name String o INRGINHAR: YHUmMIFEZFR,
o EUETGHE: 1-641MFFF, XIFHF. =
M, B3 (\ude00 - \udfa5) . _
(TRIZ) « - (PRIZE) . . (=) .
id_type String o INAEIRAA: XJUmMIFEIRIASRE,
o EUEBHE:
- ip: MRk RIRRZER Aip.
id_value String XFimMA T FRIR(E o
bgp_asn Long iR KHIBGPEIBERS . (XSid_type
RipAhiRE],
created_at String o BIFEATIE,
o UTCHIIEI&IN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EfE—IXEHATE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of mEFIE.
VpnResourceT
ag objects
2% 4-61 VpnResourceTag
B Syt )%
key String o IJRENHR: IREERVER.
o HUESBE: 1-12810=F%F, iS¥=F.
B FH., P, BARFE. FiE. T
&, LIRIATFFR: _=+-@,
value String o INEGIHER: ISHIE,
o EUEBHE: 0-2550FFF, XIFH=F.
RNFE, B, ANFE. @5 =
1&, LIRIATIFR: _=+-@,
M Sz 451
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-ba08",
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"bgp_asn": 65000,
"id_type": "ip",
"id_value™: "10.#%*** 21",
created_at": "2025-08-13T02:38:05.09035Z",
"updated_at": "2025-08-13T02:38:05.09035Z",
"tags™: []
h
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"
}
RS

52 1A.2 K&

4.1.2.3 EE¥dimglixFIZFE

TRENR

EISHXT IR .
ERREE

BESIANTEFAPL,
URI

GET /v5/{project_id}/customer-gateways

#*= 4-62 SE0HA
BR it =EY |58
%
project_id String 2 IREID, mJLABIdIRENIRE IDFRENRE
ID,

& 4-63 153K Query S#FIz%

B it} B2EY | ER
ik
limit Integer & e INEEHAR: HDRETEINEINREIRYC
e HYESBE: 0-200,
e EAE: 200,
marker String B o INEEIHAR: EAARRAVIEIRIRICHL,

A=W AEIE—R. EFTF—IH
markera] LARYE E—RIARAY
page_infoXJ& A AYnext_markeriE
5,

o I WFSlImit—iR{ER.
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BEXRHR
o IERSH
To

o EREH

GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}

RzER
o IHRIBH
SREMARSED S 200: ZERI.

2= 4-64 1K Body S#%%

=T it A
customer_gate | Array of customer_gatewayXJ4& .
ways ResponseCust

omerGateway

objects
total_count Long AR X IRRM X EE .
page_info Pagelnfo PER.

object
request_id String B5Kid.

%% 4-65 ResponseCustomerGateway

B 268 fHR

id String o INAGIHAR: YTUEMIEMYIID,
o #&=(: 36fIUUID,

name String o INEEIRER: XFimMIEZFR,

o HUEEE: 1-640MFFF, i =F. &=
X=FE. 3 (\u4e00 - \u9fa5) . _
(TR ) . - (hrlL) « . (=) o

id_type String o INEEIHAR: XTumPYARIRSEE,

o HEUESEE:

- ip: XimMRFRRSER Sip,

id_value String i P KARIR(E o
bgp_asn Long Xt imMIKHIBGPHEIGERS . (X=id_type
RiphhiRE,
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E= i) 1k
created_at String o GIFEEATE,
o UTCHIIEIHEZN: Jyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o E—IREHATE.
o UTCHIIEIEZN: yyyy-MM-
ddTHH:mm.ss.S55Z,
tags Array of ey,
VpnResourceT
ag objects
2R 4-66 VpnResourceTag
E= St R
key String o INEEHAR: FREBAYE.
o EUETE: 1-1281=FFF, M=,
BNFHE, P, BYFE. @i T
*gy LJ&D/{-F?fg _-::+'@o
value String o INEEIREE: REHIE.
o EUEEE: 0-2551FfFF, M=,
RNFE, B2, BNRFE. @iE. =
18, URUTFER: _=+@,
2 4-67 Pagelnfo
E= E-Sit) 1k
next_marker String T—mfmarker, EA E—REEIGLA
RE— 1T RIRAIEIZERTE
current_count | Integer LR RPEREHE ., HN\TFEFBEKRE

ANBlimitl " REzF—R

LI )V =271
{

"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",

"updated_at": "2025-08-13T02:38:05.09035Z",

“tags™ [],
o

"id": "312067bb-demo-a8df-va86-09dc941bbffc",

2025-12-18

67



FEE AL

APl &% 4 API
id_value": "123******456",
created_at": "2025-08-13T02:48:56.9959887",
"updated_at": "2025-08-13T02:48:56.995988Z",
"tags™: []
1,
"total_count": 2,
"page_info": {
"next_marker": "2025-04-17T07:11:55.045Z",
"current_count™: 2
h
"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"
}
RSB
B2 A2 K&,
nyir)
4.1.2.4 EFHISURMIK
ab AP
IheEN A

BRI RN o

AR7SE

52 WAelEAFAPI,

URI
PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}
& 4-68 SHEA
2R i) BEY | @k
pi
project_id String 2 IRBEID, aJLABId3kEIR R IDZKEVRE
ID,
customer_gat | String = XJumMIXID 6
eway_id
IBREE
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& 4-69 1I5KSH
B Sl =AY | it
1%
customer_ga | UpdateCgw | =2 customer_gatewayX3& .
teway RequestBod
yContent
object
3 4-70 UpdateCgwRequestBodyContent
B 3] =AY | it
yeis
name String B o INEGIRER: MXZFR,
o EUETBE: 1-641FRF, I
?\ %Y?\ I:Pj (\u4e00 -
\uofa5) . _ (X&) . - (%!
%)..(=).
=R

WAGER

PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"customer_gateway": {

}
}

MRS

IREPRZIES 200: BHALIN

= 4-71 IR Body S#5I%

B ESid) R
customer_gate | ResponseCust | customer_gatewayXJ&,
way omerGateway
object
request_id String 53Kid,
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2R 4-72 ResponseCustomerGateway
E= i) 1k
id String o INAEIRER: XFimMFEAIID,
o 1&=\: 36fUUID,
name String o INRGINHAR: YHUmMIFEZFR,
o EUESEE: 1-641MFFF, BIFH=F. =
NFE, 13 (\ude00 - \udfa5). _(F
jzug%)\ _(I:Fljzug\%)o
id_type String o INBEIHAR: XTURMIFARIRZEEY,
o EUEEH:
- ip: XimPRARIREE Agip,
id_value String SFimMPA KFRIR(E o
bgp_asn Long iR KAIBGPEIBIERS . (XSid_type
HipEHR[E .
created_at String o BIFEATIE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EfE—IXEHATE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of mEFIE.
VpnResourceT
ag objects
2% 4-73 VpnResourceTag
E= i) ik
key String o IJRENHR: IREERVER.
o EUESEE: 1-1281FfF, FH=F.
BYFE., FX. ARFE. 85 T
18, URUTFR: _=+-@,
value String o INEGIHER: ISHIE,
o EUESEE: 0-2551MFFF, iFH=.
BNFE, P, AfFE. gFiE. T
1%, URUTFER: _=+@,
)z =]
{
"customer_gateway": {
"id": "03cOaa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-f846",
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"bgp_asn": 65533,
"id_type": "ip",

"id_value™: "10.***** 21",

"updated_at": "2025-08-13T02:58:44.30276Z",

"tags™: []
}

}

K&

52 A2 K&

4.1.2.5 HIpRISiRM<

IheeN4R

IRIEXIHMEID, MFRIEEAIXTIHRMIR .
WRABEx

B2 AEEARAPIL,
URI

"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"

DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}

& 4-74 SEURHT

eway_id

B St =AY | #Ed
%
project_id String 2 IRBEID, aILABIdIkEIR B IDFAEVRE
ID,
customer_gat | String = FumMIEID 6

IBKHE
o BERBH
o
o IERIER

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

v =t
o IARIBH

IREMAZIS S 204: MIBRAEII

LI vz =2

imkik EEREBVPNIERE, MIBREM
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DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
{
"error_code": "VPN.0001",
"error_msg": "invalid request: customer gateway 575c1722-demo-a8df-va86-dd7f41876332 has
connection",
"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"
}
RS
B2 A2 K&,

4.1.3 VPN &

4.1.3.1 Gl# VPN 1E#Z

ab
ThEEN 4B

ARTIE

URI
I5KiEHR

BIEBVPNIESRE, &EZVPNRIXSRSimMX o

52 IWAMTERAPI

POST /v5/{project_id}/vpn-connection

& 4-75 SHU5A

BR xR =hY | %A
i%&
project_id String 2 IREID, aILAEIZKENIRE IDIREVIRE
ID,
o IBERBSH
& 4-76 15 KSH
B Sl BERY | ik
1%
vpn_connecti | CreateVpnC | 2 vpn_connection{J&,
on onnectionR
equestBody
Content
object
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& 4-77 CreateVpnConnectionRequestBodyContent
B B3] =AY | it

oy | §f

o INREIHRR: VPNIEEZIR, AEAT
SBmEMEIL Avpn-a97
FRo #%0: vpn-13be,

o EVESGHE: 1-641M=FE, IS
?\ §3Z$'5\ I:FIY (\U4e00 -
\uofa5) . _ (Xl ) . - (%l
%)..(82),

o IfBEIHAR: VPNRIXID,

o #J%E: 36{;LUUID

B LAUEBIS EigVPN R XFIFREFVPN

MIBIID .

o INEEIER:

- HVPNMXKHInetwork_typefic
B ApublichT, vgw_ipAVPN
MIFEIPRYID

- VPN XKHInetwork_typefic
B aprivateld, vgw_ipJgVPN
W) X AE FERYIE A FARIIP

o #4%R: 36fUUIDELE il
IPv4ttbiit (%0192.168.45.7 ) ,

A LABE EIIVPNRXEFVPNRX
Fr{SE FARYEIPAYIDTIZNFAMIP
o INEEBR: EREE,
o HUESEHE:
policy: SRESIET .
static: BRSIEHEL .
bgp: bgpEEHETL
o BRIME: static,
ThEEREE: STiwMIEID,
o #J3E: 36{;ZUUID

name String

ali

vgw_id String

i

vgw_ip String

iy

style String

el

cgw_id String
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B Bt ERY | ik
1%
peer_subnet | Array of & o INREIRAR: IPVAITIRFM o

s String o #E:

- VPNRIXRIXKEAMER SerB
stylex2E& A policyzibgpRd A~
15; Hitias=WwiE,

- EHOMEFZVPCREMNEE, &
BEF XS im—Fd, fan:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
A[EregionBIFREE MEEA[E
SEFRERLAconsole BRAE
ANERFEE(FH100.64.0.0/108%
100.64.0.0/12, 1EI23Z T EEH
i%o

- B VPNEERSES50MNT
e ol 8

oy

tunnel_local | String o INECIHER: IRHE NECETEVPN
_address W% _FA9tunneliE Ol , BI40:
169.254.76.1/30,
o #TR:
- BU16(AE169.254, ABEfE
F3169.254.195.xxX o
- BIBKEXIE30, PIF]
tunnel_peer_addressfEE—1
30BHSEE .

- RIESMEARRIETLIBIL

iy

tunnel_peer | String o INREHER: HRAEX TERBSER,
_address ig& _ERYtunneliZ ittt , Y
W0: 169.254.76.2/30,
o #ATR:
- BI6{I4=2169.254, ABL(F
FH169.254.195.XxX o
- BIBKEVIE30, Y
tunnel_local_addresstEE—1
30¥BI5SEE .
- NIESMEZRAYFEMBLE .

N

o INBEEIRAR: FFIENQAKEM,
o HUESBHEL: true, false,
o BRIAME: false,

o AR: LstyleBstaticAHES, &
MAIE,

enable_nga | Boolean
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E= =il in’:‘" fiik
enable_hub | Boolean B o INEEIREE: ABRHSXEEL,
e HUESEME: true, false,
o BKIAME: false,
o #R: style HBGPRHEE, BN
TE,
psk String & o INEEHER: MMEZ=EIA,
o #JR: 8-1281FFF, REeEAEK
B5x8. INEFE. HFEHKF
FF(~@#3%N()-_+={ },./) BED
SEUMFRHF=,
policy_rules | Array of & IhEEIRBA: IPVASRRRIETCAISRRE AL
PolicyRule 4,
object 4R RBEE5M, X&styley
policy BVPNRISKATIPEHMYIRA S/
IPVARTIES .
ikepolicy IkePolicy & ike REEXTR o
object
ipsecpolicy | IpsecPolicy | & ipsecCRAENISR o
object
ha_role String B o INEEIHAR: WGERLVPNRIXTE!
EEEAAE, EREAVPNRIK
TERIEIERERT, 'masterRnEiE
%, 'slave'®REiERE.
o ZHIAME: master,
o R: FHEEINVPNRIKFEEEIP
& EFARIHBIEER ST RIS UR
'master', TEZFEIPELEEFAMIHIL
SEITHERE W UE slave'
tags Array of & o INAEIREA: IRBFIE.
VpnResourc

eTag object

o AR RBES20M,
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2% 4-78 PolicyRule

2R 258 =/ | #A
gri
source String B o INBEIHER: EHBIERIES, MEZIPV4
B HESVPNRIXAYIPHMY AR AN IT
oo
o 2R AEESHfMPolicyRule ™HY
sourcefg[@El .
destination | Array of H o INEEBA: BRIMENEMES, MIER
String IPVARR T TE S VPN XTI PHMYAR
ARIUEL,
BB IPVARI EAR T~ -
192.168.52.0/24
o A%R: G PolicyRulefzZIET50
/N
o
2 4-79 lkePolicy
2R il =/ | A
i
ike_version | String B o INREUHRER: IKEARAS,

o HYESEBHE:

vl, v2,
o ZNAE:
V2,
phase1_nego | String B o INRSIHAR: thiga=t,
Eatlon_mod o EVESEE:
main: FiER, adEREN
=o
aggressive: FFERIRI(, WHIEFHRIE
BinERIES .
o PIAE: main,
o ZSR: IKERRAAVIEHES, Av2
A AIE,
authenticati | String B o INAEEIRER: TAIEELE,

on_algorith o EVETHE:
m sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, sha1flmdsZ2MBAE, 15
Irﬁﬁﬁ o

o EIANE:
Sha2—256 o
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B E- St =aW | iR
i%
encryption_a | String & o INBEIRER: MZEX,
lgorithm

o HYESEE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128, aes-192,
aes-256% £ MR, BIEA.

o BIAE:
aes-128,
dh_group String & o INEEIREE: S—MEREAIEER
AIDHEH
o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,
Hrh, groupl, group2,
group5, groupT4ZEMRIR, 15
&R,
e ZXIAME: groupl5,
authenticati | String B o INgEiREe: iketDERTEVIAIES

on_method £,
o EUETEHE:

pre-share: FAHZZ$A,
e ZAE: pre-share,

oy

lifetime_seco | Integer o INBEIRER: FTRSAHEEZREHD, &
nds Z4ZEEABATEIKE SASBEIE
#o

o HUESEE: 60-604800, BA{i:
o

o BKIAE: 86400,

TheeReA: ANikID3EEL,
o HUESEHE:
- ip: IPZEEL,

o FINME: ipo

N
[ ]

local_id_type | String

local_id String - o INBEIHER: AigID,

o ZJZR:
Hlocal_id_typeMiphy, BJAIEH,
ESEHEIPVME .
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B

i)

peer_id_type

o INEEUHA: XJumID3EEY,
o EYESBHE:
- ip: IPZEEY

o EUAME: ipo

peer_id

String

iy

o INEEIRBE: XHimIDo

o ZJTR:
Hlocal_id_typeiphdS, BJAIE,
EHEFi#REIPVAET(,

dpd

Dpd object

iy

SFATFEENIIR o

% 4-80 Dpd

B

ESid)

R

timeout

Integer

o INRERAR: MNERFELNIRYE

EEIER
o EVESEE: 2-60, BAfi: ®,
e EIAE: 15,

interval

Integer

N

o IfREIRAR: MFAFEICN=HRET

18

o EVESGE: 10-3600, EEfi: b,

o ZLIAME: 30,

msg

String

iy

o INRERAF: MFMFELNIRIE

o
o BUEEHE:

seg-hash-notify: }¥§EDPDIRXH

REEIRFE=hash-notify

seg-notify-hash: }§EDPDIRMH

RETIREZnotify-hash
o ZXIANE: seq-hash-notify,
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& 4-81 IpsecPolicy

2R 258 =/ | #A
gri
authenticati | String B o INREIHER: IAIEEX,
on_algorith o EUEBE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsLZ2HR(E, 1B
5.
o FIAE:
sha2-256,
encryption_a | String & o INBEIRER: NMIZESX,

lgorithm o EVETSHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15

B2
o EIANE:
aes-128,
pfs String S o INEEIHBA: PFS{EFBAYDHERA .
o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,
Hrh, groupl1, group2,
group5, groupl4LE£MRI(R, i5
B
o ZRIAME: groupl5,
transform_pr | String B o INELIHAR: (BN,

otocol o ENESHE:
esp: FELZEMN.
e PHIME: esp.

iy

lifetime_seco | Integer o INRLIHEE: EREEIPSeciEEE

nds M AIBRELART B AR EFE
H,

o EUESEME: 30-604800, EAfi:
®o

o ZNIAME: 3600,
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E= i) BEY | ik
i%
encapsulatio | String ) o INEEIRER: IREIEEAET
n-mode - BEEE:
tunnel: BXEET,
o FIAE: tunnelo
& 4-82 VpnResourceTag
E= i) BEY | ik
i%
key String = o INEEIRR: FRESAYEE,
o EUESBE: 1-1281MFfF, ¥
F. HBNFE, B, EIJIEEFE\
HiE. =K, LURLIF _=
+'@o
value String = o INBEIHAR: FRSHYE.
o EUESBE: 0-2551MFfF,
F. BXFH., FX. ﬁﬂi?i’é\
B, =%, L)JSZLXT =
+'@o

o EREA
a. BIEMHSIEERIERE.

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1,
"psk": "abcd***"
}
}
b. BIEREEENIER,

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

llpskll: llabcd****'l,
"policy_rules": [{
"source": "10.0.0.0/24",
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NaRGHR

"destination": [
"192.168.0.0/24"

]
H
}
}

c. BUEbgpIEHAEIIER,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection™: {
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

]

"tunnel_local_address": "169.254.56.225/30",

"tunnel_peer_address": "169.254.56.226/30",
"psk": llabcd****"’

"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",

"dpd": {

"timeout": 30,
"interval": 60,
"msg": "seq-notify-hash"

}
}

"'ipsecpolicy": {

"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,

"encapsulation_mode": "tunnel"

M Rz S4L

IREYAZSAZ ST 201: successful operations,

% 4-83 N Body S#5%

B

7

ik

vph_connectio
n

ResponseVpnC
onnection
object

vpn_connection{d5

request_id

String

BERID,
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% 4-84 ResponseVpnConnection
2R il fEiR
id String o INBEIRER: VPNIEEID,
o #&=: 36fZUUID,
name String o INBEIRAE: VPNIEEZFR,
o EUESEE: 1-641MFEFF, IFH=E.
%I?\ EFI(\U4GOO - \UgfaS) N
_(-szUéﬁ)\ _(I:Ptug\%)o
vgw_id String o IhBEIRER: VPNRIZID,
o #&x(: 36fZUUID,
vgw_ip String o INEEIHAR: VPNRIKEIPAYIDTIENFA
RIIP,
o 13! 36fIUUIDIL DT iHIPvAlt
bt (40192.168.45.7 ) &
style String o INAGIHAR: EHEER .
o EUETHE:
POLICY: SREEIER .
STATIC: B85 EE .
BGP: bgpIEHIE .
cgw_id String o INAEIBE: XHiHMIFEID,
o 13(: 36{:ZUUID,
peer_subnets | Array of String | IPvAXSim—FM ., ZVPNRXHIKEEI A
ERF BstylexEZIBGPELPOLICYR AR
[El,
tunnel_local_a | String BHRES FEEEVPNRMX _ EAtunneliE
ddress Attt , {XHstyleISTATICEBGPHIE
o
tunnel_peer_a | String RN TR ETERFPMIZE _EAYtunnel
ddress FEOMNE, {NZstyle ASTATICELBGPRIHE
o
enable_hub Boolean o INREIRAEA: FFEHAXHEL,
o EUESEE: true, false,
enable_nqga Boolean o INREEWEA: FFENQAIGIN ., {XZistyle
FISTATICERRE],
o EUESEE: true, false,
policy_rules Array of IPVATRESAE T AISRES M . (X Hstyled
PolicyRule POLICY BVPNRIXAYIPHMY AR A S J91Pv4
objects AR [EISEFRAVSRREARNILE .
ikepolicy IkePolicy object | ikeZREEXIR
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E= E- St ik
ipsecpolicy IpsecPolicy ipsecRAEITHR o
object
created_at String o GlEEATE],
o UTCEIEMEZN: Jyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o RE—IXEHATE,
o UTCHIEMEZN: Jyyy-MM-
ddTHH:mm.ss.5552,
enterprise_proj | String e IpELiHEA: BMIRBID,
ect_id o = 36{ZUUID, Svgw_idFtRiR
VPNRAIE IR E ID—E
ha_role String o INEEIHAR: FHRIELVPNMETANERE
BY, 'master'FRREiERE, 'slave'wR
iRz . WEHET THYEEha_role#]
='master’,
e EHAME: master,
tags Array of FREFIER,
VpnResourceTa
g objects
< 4-85 PolicyRule
B ESid) 1k
rule_index Integer o IPELIHER: MWD,
o EUESEE!: 0-50,
source String TRt ES o
destination Array of String | BAIHEIEMES . BRNIPVARIERAS TR
192.168.52.0/24 , 8 PolicyRuleizZiR
E]501
< 4-86 lkePolicy
B -5t ik
ike_version String o INARSIHAA: IKERRAS,
o BYETBHE: v1,v2,
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B

%

phasel1_negoti
ation_mode

o INEEBR: tHFSIEC. (NHIKERRA VT
Ej‘@@o

o EVESEHE:
main: F&EH, IETEZEHS.
aggressive: EyEsiE=(, WESHUEBD
FERINERS .

authentication
_algorithm

String

o INEEIRAA: INEEX,
o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

o INREEWEH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

dh_group

String

o IfREIRAR: SE—PEREARA(ERAIDH
H,

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication

_method

String

o INREIRER: iketPESATHOIAIESSIZ

o EUETEHE:
pre-share: FAHZZR$H,

lifetime_secon
ds

Integer

o ITNEEER: RRSAWAEGFERA, Zizdt
FEHBBRISIKE SASEEIEH .

o HYESGE]: 60-604800, Baf: #b,

local_id_type

String

o INREIRAR: ZNimIDIERY,
o HUESEE:
- ip: IPZERY,

local_id

String

AimlD, Hlocal id_type iphdiR[EIGlIEEEY,
EFVPNIEZRHEERIANIRID, WIRAKE
TEARUHI DR [EIVPNIEZFR{# AHIVPN K
*xIP,

peer_id_type

String

o IHESINAR: YJuRIDERY,
o HUEEHE:
- ip: IPEERY

peer_id

String

XtiwID, Lpeer_id_typeHipAhiREISIGES,
EHVPNIEZIHEERIXTIHID, NRKE
ENREXTiHMFERIIP,

dpd

Dpd object

MFHAFECTITR o
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B it fiiA
timeout Integer o INEEREA: MWEAFERNREZE
PR o
o HUESBE: 2-60, H{u: ®b.
interval Integer o INEGIRAR: XWEHEMEEENZHETE,
o HUESEEl: 10-3600, 2fi: #,
msg String o INEEIHEA: XHFAFHRNIRIIAEC .
o HUETE:
seq-hash-notify: }§EDPDIRSIHRIE;
fAlREFShash-notify
seg-notify-hash: }§EDPDIRX FAYE:
fAliEZnotify-hash,
2% 4-88 IpsecPolicy
B it fiA
authentication | String o INELHER: TANEE X,
_algorithm o EUEBE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INEEIHER: MNE&EX.
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String o INEEILEA: PFS{EFIRIDHESHLA
o HYESEE!: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INEGIHER: &Y,
ocol . EUEEE:
esp: FERZEMN.
lifetime_secon | Integer o INBEIREA: TRECEIPSeciEEZEIZAIME
ds BLAREAEENEFEE,
o EYESBE: 30-604800, Bfi: b,
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E= i) 1k
encapsulation_ | String o INBEIHAR: I|CIEER .,
mode o EUEHE:
tunnel: BEERT,

R 4-89 VpnResourceTag

BFR KE ik
key String o IJREHHR: TREERVEE.

o EUETEHE: 1-1281M=FH, ZiSH=F.
EmYFH, b, BAFE. HiE. &
1, URUTER: _=+@,

value String o INEEIRER: FR&EHYE.

o EUESEE: 0-2551MFF, SiFH=.
BYFH., fX. fmYFE. EiE. T
B, URUTERF: _=+-@,

V.

o N@RAEAHI

a. GIEFSIERAEINERIIEN
{
"vpn_connection": {
"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
"name": "vpn-b2cb",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
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L
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. BUERISEIVERZAINL o
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-799d",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
I
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
c. GIiEbgpiEHETERZAINEL
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
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"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",

"dh_group": "group16",
"authentication_method": "pre-share",

"lifetime_seconds": 172800,

"local_id": "123***",

"peer_id": "456***",

"dpd": {

"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"

}

I
"ipsecpolicy": {

"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",

"transform_protocol": "esp",

"lifetime_seconds": 7200,

"encapsulation_mode": "tunnel"

I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}

NN
B2 MA.2 RSB

4.1.3.2 #t=8I#E VPN &R
THEEN LB

HECIEVPNIERE, ER— MMX FRIATEIE1-25VPNIES:
WRBEx

ES NAaEEAPI

URI
POST /v5/{project_id}/vpn-connections/batch-create

X 4-90 SERBH

B it =&Y | 1%
%
project_id String 2 IREID, mJLABId3RENIRE IDFRENRE
ID,
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IEXRHE

& 4-91 i5k5Y

B E- Sl =AY | Er
1%

vpn_connecti | Array of = vpn_connectionYJSRE4AE, SEE
ons CreateVpnC 1-2,

onnectionR

equestBody

Content

object

R 4-92 CreateVpnConnectionRequestBodyContent

2R E it =AY | ER
i
name String B o INAEINAER: VPNIEEZIR, FEA
SBEMERNAvpn-E197
FRo f5IEN: vpn-13be,
o EUESEE: 1-641NFF, HiEH
F. BYFE P (\ude0O -
\u9fa5) - ( -szl.lg\%) N T ( I:FHZIJ
%)..(=2),
vgw_id String 2 o INBEIRER: VPNRIZID,
o #4%R: 36f7UUIDBIER25:EERT,
vgw_idZE18[E .
] LA EifVPNRIXFIREEVPN
MXAYID
vgw_ip String ! o INEEISER:

- HVPNXAInetwork_typefic
B ApublicAY, vgw_ip/9VPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRRIEEANFARIP

o ZJR: 36{UUIDEL =S

IPvAttBit (20192.168.45.7 ) o

A LABISERVPNRIXEE VPN
Fr{E FBRSEIPAYIDEIENFARIIP
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B

ESid)

ik

style

String

o INEEIRBE: EEER.

o EUETH:
policy: REEIRT( .
static: FESEEHEL .
bgp: bgpEEAET( .

o ZAIAME: statics

cgw_id

String

fi

o INAEEIRAR: IJuwmMIXID,
o #Z9%H: 36{;UUID

peer_subnet
s

Array of
String

iy

o INAEIRAR: IPVARTIHT o
o #ATR:

- VPNERIXKEE NerB
style==E& ApolicysibgpAtA
iH;, Hitias=wiE,

- ERSOMERRVPCIAEMER, F
BEAE XU, lan:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
A ElregionHIFREMNERAE
SCRMER L console BRI,

- BYVPNEERZSES50MYY
T

tunnel_local

_address

String

iy

o INEEBEA: FEAIEI( FECETEVPN
M _ERJtunneliZ OBt . Fl40:
169.254.76.1/30,

o ZJR:

- BI6{L%7RRE169.254, FaEfE
F169.254.195.xxxX o

- BRERKEXIRE30, %R
tunnel_peer_addressfE[E—1*
30IEE .

- ROESREHRIEMLIE,

tunnel_peer

_address

String

iy

o INEEIRAR: IRAER TECEERARF
Mg _ERYtunneliZ OB, 41
: 169.254.76.2/30,

o #TR:

- BU16(\AE169.254, AREfE
F3169.254.195.xxX o

- BREKEXIE30, F
tunnel_local_addressfEE@—1
30BHSEE .

- ROESMEEPRIEMN MBI,
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B

ik

enable_nga

o INEEIHAR: FFIENQAKEM,
o HYESGHE: true, false,
e ZFIME: false,

o JTR: HstylefystaticAHEE, &
WAIE,

enable_hub

Boolean

N

o INEEINER: FHRHZEEL,
o HYUESEHE: true, false,
e ZHIAME: false,

o ZJTR: YstyleHBGPRHES, &N
T E,

psk

String

N

o INBEEIRAR: FAHZZ$A,

o TR: 8-1281MFFF, HALEE K
BExf, N\NEFHE. HFIEF%kE
& (~@#$%N*()-_+={ },./;) BED
BEENMEFI=,

policy_rules

Array of
PolicyRule
object

iy

Ingeihl: IPVASRERIETVAISREE AN
4,

4R RBES51, XHstyley
policy BVPNRIKHIIPHRY IR A S /9
IPVARTIES

ikepolicy

IkePolicy
object

iy

ike SREEITSR o

ipsecpolicy

IpsecPolicy
object

N

ipsecRAEITR

ha_role

String

N

o INEEIHER: YGEEILVPNRETE!
BEEOAE, EEERVPNRE
TOUERERERY, 'masterFRrEE
1, 'slave' ®BREER

o ZXIAE: master,

o £9%R: FHEEXVPNMIKIEZEEIP
gy & EFARIHE IR ST HOIEIE M RIE
'master', 7EEREIPZLESFARIMELE
RN HYEE A slave'

tags

Array of
VpnResourc
eTag object

iy

o IfREIRAR: REFIE.
o AR RIBES20M.
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2% 4-93 PolicyRule

B -] =EY | A
gri
source String B o INBEIHER: EHBIERIES, MEZIPV4
B HESVPNRIXAYIPHMY AR AN IT
oo
o 2R AEESHfMPolicyRule ™HY
sourcefg[@El .
destination | Array of H o INEEBA: BRIMENEMES, MIER
String IPVARR T TE S VPN XTI PHMYAR
PN
BN IPvA R ERAE TN -
192.168.52.0/24
o A%R: G PolicyRulefzZIET50
/N
o
& 4-94 lkePolicy
B i) =EY | R
i
ike_version | String B o INREUHRER: IKEARAS,

o HYESEBHE:

vl, v2,
o ZNAE:
V2,
phase1_nego | String B o INRSIHAR: thiga=t,
Eatlon_mod o EVESEE:
main: FiER, adEREN
=o
aggressive: FFERIRI(, WHIEFHRIE
BinERIES .
o PIAE: main,
o ZSR: IKERRAAVIEHES, Av2
A AIE,
authenticati | String B o INAEEIRER: TAIEELE,

on_algorith o EVETHE:
m sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, sha1flmdsZ2MBAE, 15
Irﬁﬁﬁ o

o EIANE:
Sha2—256 o
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B E- St =aW | iR
i%
encryption_a | String & o INBEIRER: MZEX,
lgorithm

o HYESEE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128, aes-192,
aes-256% £ MR, BIEA.

o BIAE:
aes-128,
dh_group String & o INEEIREE: S—MEREAIEER
AIDHEH
o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,
Hrh, groupl, group2,
group5, groupT4ZEMRIR, 15
&R,
e ZXIAME: groupl5,
authenticati | String B o INgEiREe: iketDERTEVIAIES

on_method £,
o EUETEHE:

pre-share: FAHZZ$A,
e ZAE: pre-share,

oy

lifetime_seco | Integer o INBEIRER: FTRSAHEEZREHD, &
nds Z4ZEEABATEIKE SASBEIE
#o

o HUESEE: 60-604800, BA{i:
o

o BKIAE: 86400,

TheeReA: ANikID3EEL,
o HUESEHE:
- ip: IPZEEL,

o FINME: ipo

N
[ ]

local_id_type | String

local_id String - o INBEIHER: AigID,

o ZJZR:
Hlocal_id_typeMiphy, BJAIEH,
ESEHEIPVME .
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B

i)

peer_id_type

o INEEUHA: XJumID3EEY,
o EYESBHE:
- ip: IPZEEY

o EUAME: ipo

peer_id

String

iy

o INEEIRBE: XHimIDo

o ZJTR:
Hlocal_id_typeiphdS, BJAIE,
EHEFi#REIPVAET(,

dpd

Dpd object

iy

SFATFEENIIR o

R 4-95 Dpd

B

ESid)

R

timeout

Integer

o INRERAR: MNERFELNIRYE

EEIER
o EVESEE: 2-60, BAfi: ®,
e EIAE: 15,

interval

Integer

N

o IfREIRAR: MFAFEICN=HRET

18

o EVESGE: 10-3600, EEfi: b,

o ZLIAME: 30,

msg

String

iy

o INRERAF: MFMFELNIRIE

o
o BUEEHE:

seg-hash-notify: }¥§EDPDIRXH

REEIRFE=hash-notify

seg-notify-hash: }§EDPDIRMH

RETIREZnotify-hash
o ZXIANE: seq-hash-notify,
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& 4-96 IpsecPolicy

2R 258 =/ | #A
gri
authenticati | String B o INREIHER: IAIEEX,
on_algorith o EUEBE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsLZ2HR(E, 1B
5.
o FIAE:
sha2-256,
encryption_a | String & o INBEIRER: NMIZESX,

lgorithm o EVETSHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15

B2
o EIANE:
aes-128,
pfs String S o INEEIHBA: PFS{EFBAYDHERA .
o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,
Hrh, groupl1, group2,
group5, groupl4LE£MRI(R, i5
B
o ZRIAME: groupl5,
transform_pr | String B o INELIHAR: (BN,

otocol o ENESHE:
esp: FELZEMN.
e PHIME: esp.

iy

lifetime_seco | Integer o INRLIHEE: EREEIPSeciEEE

nds M AIBRELART B AR EFE
H,

o EUESEME: 30-604800, EAfi:
®o

o ZNIAME: 3600,
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2R i) BEY | ik
i%
encapsulatio | String B o INEEIRER: IRIGIRER,
n_mode . BUEEE:

tunnel: BEFERT
e FIAE: tunnel,

& 4-97 VpnResourceTag

B | iR

BR i)

key String = o INAEIRER: IREHIE.

o EVESBHE: 1-1281MFE, HiFH
F. BmNFH., B, FmARFE.
BE. K, URUTERS: =
+'@o

IheEiREe: FREAIE.

o HVESBE: 0-2551MNF1%, XiFH
F. BYFH., B, mBIFE.
BIE. =%, URLUT=R: =
+'@o

ali

value String

o EREA
a. HECIEFSIRERINERE

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bf9c4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.2.0/24"
1
"psk": "abcd***"

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e28",
"peer_subnets": [
"192.168.2.0/24"
1
"psk": "abcd****"
}
1
}

b. HtECERIEERE
POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
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"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [
"192.168.2.0/24"
1
"pSk": "abcd****",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
}
1

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"
1
"psk": "abcd****",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"

c. HEOIEbgpIRHEILERE .

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{

"name": "vpn-1655",

"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bf9c4",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",

"style": "bgp",

"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",

"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {

"timeout": 30,

"interval": 60,

"msg": "seg-notify-hash"

}
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"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
L
{
"name": "vpn-1341",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123**",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
}
1
}
MRLHR
o RS
IREPIRERS S 201: successful operation,
2= 4-98 l[IK Body S%5%
B 3] R
vpn_connectio | Array of vpn_connections{g&REH
ns CreateRespon
seVpnConnect
ion object
request_id String 5KID,
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& 4-99 CreateResponseVpnConnection

B

KE

195

id

String

e IHAEIRAA: VPNIEIZID,
o &= 36{UUID,

name

String

o INEEINAA: VPNIEIZZHR.

o EUESEE: 1-641MFEFF, IFH=F.
B FHE., F3Z(\ude00 - \udfas).
_(FXIZ) . -(PRIK) o

vgw_id

String

e IHAEIRAA: VPNMID,
o ’&=: 36{UUID,

vgw_ip

String

o INAEEIHAR: VPNPYEEIPHIIDEEIEAFA
WIPO

o &3\ 36{UUIDELE i IPv4lt
it (40192.168.45.7 ) »

style

String

o INgEiBA: EEHEC,
o HUESEE:
POLICY: ZRE&E
STATIC: B3SERHER -
BGP: bgpiEHER .

cgw_id

String

o IfEEIRAA: XJuimMIKID,
o &= 36{UUID,

peer_subnets

Array of String

IPVARTIHF M . HVPNRIFERIFEAETL S
ERFFHstyle=rE& 9BGPEEPOLICYRTAIR
[El,

tunnel_local_a | String IR TEEEVPNR X _EATtunneliE
ddress Ottsiit . {XZHstyleISTATICEXBGPRIH
o
tunnel_peer_a | String mEE A EERAF MRS _ERYtunnel
ddress EOMNE, (XYstyleISTATICELBGPESE
o
enable_nga Boolean o INAEEIHAR: FFENQAKM . {NZistyle
ASTATICAHR(E] .
o BWESBHE: true, false,
policy_rules Array of IPVATRESIETVRISRES RN . (N Zistyley
PolicyRule POLICYBVPNRIXAIIPIMY MR A S J91Pv4
objects AR [EISEFRAY RIS AL o
ikepolicy IkePolicy object | ikeZREENISR o
ipsecpolicy IpsecPolicy ipsecREEITHR o
object
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2R i ik
created_at String o GIFEEATE,
o UTCHYEME: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o ERE—IXEHHATE,
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ss.S552,
enterprise_proj | String o IHBEIHAA: WIRAID,
ect_id

o #&3: 36fUUID, Svgw_idFFtRiR
VPN FZRIE W IRE ID—3

ha_role String o IfEEIRAA: FHRIEXNVPNMIX THIERE
B, 'master ¥ REIEE, 'slave'F R
BERE . WEEDU THYEZha_role#f

= 'master',
e EAME: master,

tags Array of ey,

VpnResourceTa

g objects

2% 4-100 PolicyRule

B it A
source String IEHBIEIES o

destination Array of String | BRIMBIEMIES . EBNIPVARIERAE TR :
192.168.52.0/24, B PolicyRulegzZiR

E]501
% 4-101 IkePolicy
B -3t 11153
ike_version String o INBEIHER: IKERRAS,
e HUEEE: V1, Vv2,
phase1_negoti | String o INREIRAA: tHhitE. (NHIKERRAIIVI
ation_mode AfR[E],

o HUESEHE:
main: FEK, ETEZEES.
aggressive: FFEEIET, HEFHRIEBEMD
ERINES
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B

%

authentication
_algorithm

o INAGIRAR: TANIEEE,
o HYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

o INREIRER: MEEIX.

o BMESEEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

dh_group

String

o IfREIRAR: SE—PEREAR(ERAIDH
H,

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INEEWHA: iketMESRIATINIETSIE

o HUEEHE:
pre-share: FRHZ#H

lifetime_secon
ds

Integer

o IfREIRAR: FRRSARVEZREME, Hiz&E
FEHAERTEIKE SASBRIEH .

o HYESGE]: 60-604800, Baf: #b,

local_id_type

String

o INBEIRAA: AimIDEEY,
o HUESBE:

- ip: IPZEEY,

local_id

String

AiID, Hlocal_id_typegiphtiR[EEliE Y,
EFVPNIEZITIEERARIRID, INERFKE
E AN DR [E]VPNZERZ P FHRYVPN Y
%I1P,

peer_id_type

String

o INBEEWBA: XJimIDIEEL,
o HUESEE:
- ip: IPZEEY

peer_id

String

XtimID, Lpeer_id_typeNipAhiREISIGE,
EFVPNIEZITIEERIXIRID, INRFKE
ENREIRTiwHMFRIIP

dpd

Dpd object

MFAFELTITR

2025-12-18

101




FEE LS

APl &% 4 API
% 4-102 Dpd
2R il R
timeout Integer o INEEIRER: WEARFERNIESEEE
PR o
o BYETHE: 2-60, Bfy: ¥,
interval Integer o INEEIRER: XWEARFTHNZHATE,
o EVEBE: 10-3600, E{7: .
msg String o INEEIRBE: XHEARFHRNIRIIAEC.
o EUEEH:
seq-hash-notify: $8EDPDIRZFAIE;
fFliEERhash-notify
seg-notify-hash: $§EDPDIRSI FHIE;
fAFlREEnotify-hash,
= 4-103 IpsecPolicy
B i) ik
authentication | String o INBEIHAR: INIEEE,
—algorithm o EYETEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INBELIHAR: NNERESE,
orithm o HUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String o INAEIRAR: PFS{#FRYDHERIRA,
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INREIHER: Bty
ocol o EVEEE:
esp: HELZEMN.
lifetime_secon | Integer o INBEIRAA: FRECEIPSecEEEIIAIRE
ds BLAREAEENEFREE,
o EYESBE: 30-604800, Bfii: #b.
encapsulation_ | String o INBEIHAR: IRSCIEER .
mode o EVEHE:
tunnel: FXEER
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2% 4-104 VpnResourceTag

2025-12-18

2R it A
key String o INAEEIRER: IRV,
o HUESBRE: 1-1281M=FFF, TIFH=FE.
RNFHE. B, ARFE. @iE. T
1B, URLITFZER: _=+@,
value String o INEEIRAH: 1REAYES
o EUESSE: 0-2551MNF, iHHEF.
—+ ~ Prarane
BYFE., B, AFE. #EFiE. T
» » . o—
*g ’ L)\&L)\—I:$f€ . _--_+'@ o
- RS
i HECEFERSIEEENEEINIA .
{
"vpn_connections": [
{
"id": "cf91c03c-9679-495f-a201-3622a1aec817",
"name": "vpn-b8fa",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.12.37/30",
"tunnel_peer_address": "169.254.12.38/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id": "2.*** *x Q1
|ldpd|I:{
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfS": "group1 5n’
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-02-21T03:53:23.557Z",
"updated_at": "2025-02-21T03:53:23.557Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tagS”: []’
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"id": "64c09578-a23c-4d9d-9c64-56b2f9a74695",
"name": "vpn-ec21",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.60.229/30",
"tunnel_peer_address": "169.254.60.230/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "2} *x Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:53:23.226Z",
"updated_at": "2025-02-21T03:53:23.2267Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
}
1
"request_id": "3c53db019753c69323303¢c198af58a85"
}

i.  HtECIEREEEZEIN .
{

"vpn_connections": [
{

"id": "db06a7cb-e3b5-4c8c-b682-40ed54e8eb54",

"name": "vpn-ed37",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",

"style": "POLICY",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.44.197/30",
"tunnel_peer_address": "169.254.44.198/30",
"policy_rules": [

"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
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%
"ipsecpolicy": {

"192.168.2.0/24"

]
}

'ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.%** *** 55",
"peer_id_type": "ip",
"peer_id"; "2 x* Q1
"dpd": {

"interval": 30,

"timeout": 15,

"msg": "seq-hash-notify"

}

"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.341Z",
"updated_at": "2025-02-21T03:59:50.341Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,

"id": "9f5220fd-f674-420c-9df7-6b6420a3ae99",
"name": "vpn-d0c2",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",

"style": "POLICY",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.192.61/30",
"tunnel_peer_address": "169.254.192.62/30",
"policy_rules": [
{
"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id"; "2, x* Q1
"dpd": {
"interval": 30,
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}
]

}

"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.651Z",
"updated_at": "2025-02-21T03:59:50.651Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,

"request_id": "81237dad5e1338b1818cd6582781b610"

iii.  HtEeUEbgpit AR TVERAINGAL .
{

"vpn_connections": [

{

"id": "5ddf5d02-c746-4075-be4b-95e€9213e1c3c",
"name": "vpn-1655",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [

"192.168.2.0/24"
1

"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {

"interval": 60,

"timeout": 30,

"msg": "seq-notify-hash"
}

2

"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

h?

"created_at": "2025-02-21T06:50:25.238Z",

"updated_at": "2025-02-21T06:50:25.238Z",

"enterprise_project_id": "0",

"ha_role": "master",

"tags": [1,

"id": "bb3632dd-f517-4€94-96b7-977c70d28966",
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"name": "vpn-1341",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T06:50:25.5Z",
"updated_at": "2025-02-21T06:50:25.5Z",
"enterprise_project_id": "0",
"ha_role": "master",

"tags": [],
}
1
"request_id": "938ea2bba48836a429c741bd6f7627a4"
}
RS
iE2 A2 JR&HT,
4.1.3.3 &if) VPN &z
INEEN4A

IRIBERZID, EEiEENVPNIERZNSE .
BABE
152 WAN{alEFAPI

URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}
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= 4-105 S5

2R ESid] =EY | ke
iE
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
vpn_connectio | String = VPNEHEID,
n_id

IEXRHE

o EXREH

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

NRLER
LI )V
IREYAZSAS S 200: successful operations

% 4-106 MR Body 2#31%

E=2 St R
vpn_connectio | ResponseVpn | vpn_connectionX$& .
n Connection
object
request_id String B3KID,

& 4-107 ResponseVpnConnection

2R i) R

id String o INREIHER: VPNIEEZID,
e ’=: 36fZUUID,

name String o IPELIHER: VPNIEIEZZR,

o HUESEE: 1-641M=FTF, iFHF. =
XFE. 3 (\u4e00 - \u9fa5) . _
(TRIZ) « -(=hRIZE) . . (=) .
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B

ik

status

o INBEIRER: VPNIEREIRZ,

o BUETCHE:
ERROR: B,
ACTIVE: IEE.
DOWN: FRiEE,
PENDING_CREATE: Glgd.
PENDING_UPDATE: &,
PENDING_DELETE: fip&h.,
FREEZED: &&Eh,
UNKNOWN: &1,

vgw_id

String

o INAESHAR: VPNRIXID,
e HZ: 36{UUID,

vgw_ip

String

o IPAEEIRAA: VPNPREEIPHIIDEIZNFA
P,

o 1&Z: 36{UUIDELR DTt HlIPvAlt
ft (40192.168.45.7 )

style

String

o INEEIRER: ERHEC,
o EUESEHE:
POLICY: SRE&E .
STATIC: B5SERHIRTC,
BGP: bgpEHED .

cgw_id

String

o INEEiRBA: XJimMKID,
o #&={: 36fZUUID,

peer_subnets

Array of String

IPVASTiHFR . 2HVPNRIFERIEEAET S
ERFBstyle==EZx IBGPT,POLICYRIARIR
=,

tunnel_local_a
ddress

String

e TEREEVPNRXE Eatunnelis
Ottt (XZstyleISTATICE,BGPRTHE
o

tunnel_peer_a
ddress

String

EEE FEEERFPMZE _EAStunnel
EOMNE, (NZstyle ISTATICEXBGPRTE
o

enable_nga

Boolean

o INEEER: FHENQAKEM . {XHstyleds
STATICHHR[E],

o EYESBHE: true, false,

enable_hub

Boolean

o INEEER: RO 2EEL, (XHstylesy
BGPHYIR[E],

e EYESBE: true, false,
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E= i) fR
policy_rules Array of IPVASRREIE U AYSRESHINIZE . (N Hstyled
PolicyRule POLICY B VPN XA PHMY AR AS J91Pv4
objects AT IR [E]SERRRY SRR LN ZE o
ikepolicy IkePolicy ikeZREENTR o
object
ipsecpolicy IpsecPolicy ipsecZREEIIR .
object
created_at String o GlFEEATE,
o UTCHIENER: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o EE—IXEFATAE,
o UTCRIEIREZN: yyyy-MM-
ddTHH:mm.ss.5552,
enterprise_proj | String e IpEEIHAR: WIRBID,
ect_id o 1&=: 36(IUUID. Svgw_idFFkRA
VPNV IR E ID—3 .
connection_mo | String o INEEIHER: VPNIEEZWSIZID, {XXVPN
nitor_id EE T RIEA TR E
e #&z(: 36fZUUID,
ha_role String o INEEIRAE: FH/IEXVPNRX TAERE
B, 'masterRnEiERE, 'slave'RnE
&R . WEER TRIERzha_role#f2
'master’,
o ZAE: master,
tags Array of mEIIER
VpnResourceT
ag objects
2% 4-108 PolicyRule
EZ i) fER
source String TR ES o
destination Array of String | BRYMEHIRIES . EBANPVARIEZAS 0B :

192.168.52.0/24 , B PolicyRuleFzZ1R
[E1501
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2 4-109 IkePolicy

B

RE

)

ike_version

String

o INAEIHAR: IKERRAS,
e EUESBE: v1,Vv2,

phasel1_negoti
ation_mode

String

o INEEWLRAA: IHEIIEEU. {XEIKERRA VI
AhR[E .,

o EUEEHE:
main: FEX, hEIRREMS.
aggressive: FFEEIER,, MHAEFRIEEND
EIES.

authentication
_algorithm

String

o INEERER: TAIESEE,
o EYETBHE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

o INREIREA: MEBEE.

e HYESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

dh_group

String

o INEERAA: SE—BNEREIHAHA(EARIDH
H,

o HYESBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o IfREIRAR: ikethEIBIHVIANIESS IR,

o HUESEHE:
pre-share: FRHZEH.

lifetime_secon
ds

Integer

o INEEWEE: RRSANEFEEE, HMizdE
FREHAEBRIFSIKE SASBRNEH .

o HUESEEE: 60-604800, EBfi: #),

local_id_type

String

o INEEIRAE: AKiIRIDZERL,
o BUESEHE:

- ip: IPZEEY,

local_id

String

AixID, Hlocal_id_typeHipAtiR[E Gz,
BEFVPNIEZITIEERIARIRID, WNRFKE
ENIREVPNERZAT{ERRIVPNRIXIP,

peer_id_type

String

o INREEIRAA: XJumIDAEEL,
o HUEBE:
- ip: IPZEEY
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B

St

ik

peer_id

String

XtimID, Hpeer_id_typegipAtiREI B,
EFVPNIEEREERIXTIRID, ANRKIE
ENHREIF R AP,

dpd

Dpd object

SHFFRFFRAIIR

% 4-110 Dpd

B

xE

ik

timeout

Integer

o INEERAR: MEFRFECNIREELE

B

o HUESBHE: 2-60, Bfi: #,

interval

Integer

o INEEAR: XIEME B NZRATE
o EVESGE: 10-3600, Bfi: &b,

msg

String

o INREWBA: MFARFFCNURIER .
o HUBEEE:
seq-hash-notify: 5xEDPDIRIZHFRIZ:
farlls £hash-notify .
seq-notify-hash: 18xEDPDIRIZPRIE;
faTll= Enotify-hash,

£ 4-111 IpsecPolicy

SR

SRy

ik

authentication
_algorithm

String

o INAEIRAR: TNIEEE,
o HYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

o INREEWEH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

pfs

String

o INREIREA: PFSEFIRIDHESHA

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INRSIRAR: (&MY
o EVEBHE:

esp: HEZEIMY.
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E= i) 1k
lifetime_secon | Integer o IfEEIRAA: FRBCEIPSeciEiZEEIAIRE
ds BLAREAEENEFREE,
o HEVESEEl: 30-604800, Efy: b,
encapsulation_ | String o INEEIRER: IRCEEEL .
mode P
o EYEEHE:
tunnel: BEERI.
& 4-112 VpnResourceTag
E=4 E-Sit) ik
key String o INREIRAR: FREATHE.
o EUEBE: 1-1281MNFF, HH=F.
BXFE. FX. ARFE. 85 T
1B, URLIFZER: _=+@,
value String o INEEIREH: FREERYES
o EUESEE: 0-2551MFFF, iFH=.
RNFHE. B, ARFE. @iE. T
18, URUTFER: _=+@,
o NARFFI
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.%** *** 134",
"peer_id_type": "ip",
"peer_id": n88.~k~k~k.~k~k*4164|l’
"dpd":{
"timeout": 15,
"interval": 30,
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N

"msg
}
}

": "seqg-hash-notify"

"ipsecpolicy": {

"authentication_algorithm": "sha2-256",

"transform_protocol": "esp",

"lifetime_seconds": 3600,

}

|||||

"created_at": "2025-06-26T13:41:34.626Z",

"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",

"ha_role":'
"tags": [],
1

}

}

'master",

52 A2 K&

4.1.3.4 &if] VPN i&EiE513%

ThRENA

ARSI

URI

FAVPNIEETIZ

52 LAMEE AP,

GET /v5/{project_id}/vpn-connection

% 4-113 SR

"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

2R i) =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRENRE
ID,
& 4-114 153K Query SH31I%
B E-Sit) =RY | ik
i%
vgw_ip String B VPN XEIPRIIDEIZNFAMIP .
vgw_id String B VPNRIKID,
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B i) BEY | A
i%
enterprise_pr | Array B ®IIREID,
oject_id
limit Integer = o IfEEIRER: D REIWINERIRERYIC
RH=,
o HYESEBE: 0-2000,
e ZXIME: 2000,
marker String ) o INBEIRER: EGATIATEIEINCH,
=W AEEIE—R. ERT—IH
markera] LIIRYE E—TRNaRAY
page_infoXd&R A AInext_markeriE
5,
o £9%R: WmSlimit—EefER,
IBKER

N Rz 2

o BKB¥

Fo

o EREAH

a. HEiFMBVPNER,
GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. fSEVgW_ipEiIVPNIEE
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}

c. IEEVPNMXEHIFIEVPNER

GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}

LI V=S 54

IR[EYRZERZ S 200: successful operation,

% 4-115 IR Body 2#31%

B St A
vpn_connectio | Array of vpn_connection{J&,
ns ResponseVpn
Connection
objects
page_info Pagelnfo HTUER.
object
request_id String B53KID,
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total_count Long R TEEZDE,

Z 4-116 ResponseVpnConnection

B il R

id String o IfAEIRAR: VPNIEEID,
o 1&=(: 36fZUUID,

name String o INAEINAE: VPNEZZIR,

o EUESBE: 1-641M=ERF, IFH=F. =
XFE, B3z (\u4e00 - \u9fa5) | _
(TR ) . -(PrlL) « . (=) o

status String o INRSINAR: VPNIEEIRES,

o HUETEHE:
ERROR: B%.

ACTIVE: IE%E,

DOWN: K&z,
PENDING_CREATE: 6l&h,
PENDING_UPDATE: &,
PENDING_DELETE: iR,
FREEZED: &&E9,
UNKNOWN: K41,

vgw_id String e INBEIHAA: VPNRMXID,
e BT : 36{7UUID,
vgw_ip String o IfEEIRAA: VPNMIZEEIPHIIDEIEAFA
MIIP

o 31 36{UUUIDEL M itk IPvalth
Htk (%0192.168.45.7 )
style String o INEEINHER: EEER,

o HUESEE:
POLICY: REgER .

STATIC: E#5EEHED .
BGP: bgpE&HET .
cgw_id String o INAEEWAA: XFiHMIFEID,
e 1BI(: 36{ZUUID,

peer_subnets | Array of String | IPvAXdim—+M ., Z5VPNRIKAIKEMET 0
ERFE style=FEZ AIBGPELPOLICYRI IR
=],
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B it fR
tunnel_local_a | String BEEX TEREEVPNRME _EAYtunneliE
ddress Ot {XZstyleASTATICEBGPRSHE
B
tunnel_peer_a | String RN TR ETERFPMIZE _ EAYtunnel
ddress EOMNE, {NYstyleISTATICE,BGPETHE
B
enable_nqga Boolean o INREIREA: FENQAKGM, {XZstyle)s
STATICH}IR[E]
o HYUESEE: true, false,
enable_hub Boolean o INREIHEE: ABHXEEE, (NYstylesy
BGPHRTIR[E],
o HYUESEE: true, false,
policy_rules Array of IPVASRESIEICHISRESIRMZE , (N Hstyles
PolicyRule POLICY BVPN®FEHIIPHMYERAS A IPv4
objects ATIR [EISERRAYSRES HLNLHE .
ikepolicy IkePolicy ikeZREENIER o
object
ipsecpolicy IpsecPolicy ipsecEREEXTSR .
object
created_at String o BIFEHTIE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EfE—IXREHATE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IfEGIHER: tIIRAID,
ect_id o #&zt: 36(UUID, Svgw_idFTkRiE
VPNRIEAIEIIRE ID—E .
connection_mo | String o IfEEIHEA: VPNIEZEISIZID, {NZVPN
nitor_id EE MRl g iEEniERE,
o &4 : 36{ZUUID,
ha_role String o INEEIHAR: FH/ELVPNMETHYIER:
BY, 'masterZFRFEiERE, 'slave'®RE
&, WEEIL T E9EREha_role#f2
'master’,
o ZAE: master,
tags Array of &R
VpnResourceT
ag objects
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% 4-117 PolicyRule
B 281 fR
source String TRHEAEIES .
destination Array of String | EIBIHELEER . BAMPVARERAE U~ :
192.168.52.0/24 , - PolicyRulefizZiR
E1501
& 4-118 IkePolicy
B il fR
ike_version String o INAEHRR: IKEARAS,
o BUETHE: v1,v2,
phase1_negoti | String o INRSHRA: thigtEz=t. (NYIKERA VI
ation_mode AfiR[E],
o EYEEHE:
- main: FE, hEIRERSHE
= o
- aggressive: BFERIRI, WERIER
IERINES
authentication | String o INBEIRAR: INIEEE,
—algorithm o EWENEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INAEUHRR: INZRESE,
orithm o EY&ESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIRER: F—ERZIPI(FERIRIDH
H,
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAER: ikethEBTHDIAIETSE
_method ° HE{E?E
pre-share: TRHZZ$H,
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B 281 fR
lifetime_secon | Integer o INBEIHER: FTRSANAEZEEERR, HJix4&
ds 1ZEHRBRI S IKE SASBEEhEH .

o HEVESEEl: 60-604800, Efi: b,
local_id_type String o IfEGIRER: ZAumIDZERY,

o EUESEH:

- |p IP;E;;::FIEO

local_id String AiID, Hlocal_id_typegiphtiR[E G2,

BEFVPNIERITIEERNNIRID, WNRKIE
ENREVPNIERZFT{ERIIVPNRIKIP

peer_id_type String o INAEIAR: XimIDEY,
o EUETHE:
- ip: IPZEEY
peer_id String XtiHID, Hpeer_id_typeRiphhiREIGIGES,

EHVPNIEZRIIEERIRIRID, WNRAKIE
E MR [EIXFim M KAIIP o

dpd Dpd object MEARFEACNUITR o
% 4-119 Dpd
E=2 St R
timeout Integer o INEEWEA: XHFEARF BRI EEE
b o
o EUESEHE: 2-60, Bfu: #,
interval Integer o INEEIHAR: XFEMARF BN HATIE,
o EVEBE: 10-3600, Z{7: .
msg String o INREIRER: MFAFECNARIETL
o EUETHE:
seg-hash-notify: }§EDPDIRX HAYE;
fFlRE2hash-notify
seq-notify-hash: 8EDPDIRZPRIE;
sz Enotify-hash,
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& 4-120 IpsecPolicy

B E-Sit) R

authentication | String o IHEEWHER: TAUFEE,

_algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5,

en_cryption_alg String o IfEEIHER: MNZEEX.

orithm o HUESEME: aes-256-gcm-16, aes-128-

gcm-16, aes-256, aes-192,
aes-128, 3des,

pfs String o INEEIREA: PFS{EFIAIDHZESHLA

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INEEIHEE: (&N,
ocol o EUEBE:

esp: IRZEMMN.
lifetime_secon | Integer o INAEIHAR: FRALEIPSeCEZEZEITAIRE
ds BLAREAEENEFE,

o BYESGHE: 30-604800, EBfii: b,

encapsulation_ | String o INREIREA: IRSEIEARTC,
mode o EETEHE:

tunnel: BEREIET .

2 4-121 VpnResourceTag

BR St fii}u
key String o INREIRAR: FREATHE.

o HUESEE: 1-1280FFF, FH=E.
BYFE. P, ABRFE. B T
*gy L\J\&D)\-lt?fg _-::+'@o

value String o INEEIREE: REHIE.

o HUESBE: 0-2551MNF%F, ZHEHE.
WNFE, B, AHFE. EiE. &
B, URIUTES: _=+@,

V.

2025-12-18 120



FEILE M4
AP &% 4 AP

& 4-122 Pagelnfo

B 281 fhiR

next_marker String T—mfmarker, EA EL—RE @GR
RE—NEIBEICIERE,

current_count | Integer HEIFRPRFHE . S/NTEIHEKRE
ABlimitlIFR R RE—R.

LI vz ==
a. EEFTEVPNIERHIIMAL
{

"vpn_connections": [{

"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",
"name": "vpn-56ea",
"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [

"192.168.1.0/24"
1

"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"
}

}

n

ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

B

"created_at": "2025-06-11T13:59:59.633Z",

"updated_at": "2025-06-11T13:59:59.633Z",

"enterprise_project_id": "0"

"id": "ad4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
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"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
3,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-06-09T07:24:27.674Z",
"updated_at": "2022-06-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2025-06-09T07:24:27.674Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
b. 18Evgw_ipEIEVPNEZAIILAL
{

"vpn_connections": [
{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",

"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",

"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",

"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
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"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"
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1,
"page_info": {
"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

}
C. IEEVPNMKSEHIEFIAVPNEZAIIEDA .
{

"vpn_connections": [
{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",

"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",

"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",

"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"

}
}

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",

"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

B

"created_at": "2025-06-11T14:24:25.115Z",

"updated_at": "2025-06-11T14:24:25.115Z",

"enterprise_project_id": "0",

"ha_role":"master"

"id": "ad4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
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N

"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

-

i
W
=

A. 2 )I*lu\ﬁg o

4.1.3.5 E§ VPN iE#E

&b
ThREN A

ARSI

URI

RIBIEZID, BEHTIEERIVPNIEENISH,

152 AMaERAPI,

PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}
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BR it =aY | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
vpn_connectio | String = VPNEHEID,
n_id
IBXEE
o BKRSY
= 4124 5RSH
B - Sl =AY | fEr
1%
vpn_connecti | UpdateVpn | & vpn_connection{J&,

on Connection
RequestBod
yContent
object

2R 4-125 UpdateVpnConnectionRequestBodyContent

B ESig

=AY

=3

R

name String

N

o INASIHAR: VPNIEEZHR,

o EVESGE: 1-641MFR, iTH
F. BYFHE. 3 (\ude0O -
\uofa5) . _ (T ) . - (hkl
%), . (=),

cgw_id String

N

o INBEEIRAR: XJuwmMIXID,
o #4TE: 36{ZUUID,
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B

5]

ik

peer_subnets

Array of
String

o INAEIRAR: IPVARTIHT o
o #ATR:
- VPNMAIKEET NerB

style==E& policyalbgpRIF
i,

- P MEREVPCTREMER, A
BEAERRTIRF, BIg0:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
AEregionBITREE MERA[E]
SEFRERLAconsole BRAE

- B VPNEERZSIES50Y
Ul o

tunnel_local_
address

String

iy

o INEEINAER: IRAE TECETEVPN
W% _ERYtunneliE Ottt . FIG0:
169.254.76.1/30,

o ZJR:
BI6{4%N2169.254, A RE(FEH
169.254.195.xxX 6
B RKEXLINZE30, WIFI
tunnel_peer_addresstEE—~30
BIEE.
NIES W ERHRRYEALMEE

tunnel_peer_
address

String

iy

o INEEIRER: FEAEX TEETHRR,
MIg&_EBtunneliE Ot . {31
Wl: 169.254.76.1/30,

o #ATR:

B 16{RE169.254, FRE(EF
169.254.195.xxx

RS REVIRE30, WA
tunnel_local addressfE[E—1 30
BIEE .

RES W EE R AYEH L

enable_hub

Boolean

oy

o INEEIRER: FERNAEE,
o EYESBHE: true, false,
o ZXIAME: false,

o #R: HstyleIBGPEHET, BN
TE,
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E= i) BEY | ik
i%
psk String & o INEEWBEA: TRHZEIA. ikehRA
A2, RIEZFERAER.
o ZUR: 8-1280FFF, ReeEaX
5x8. IN\EFE. HFMEHF
FF(~@#3%N()-_+={ },./) BED
SEUMFRHF=,
policy_rules | Array of & INEEIREA: IPVASREEIRTCAYSRRS AN
PolicyRule 4,
object R RBES51, {N&styley
policy BVPNRIKATIPEHMYIRA S5
IPVARTIES .
ikepolicy UpdatelkeP | & ikeZREENTR o
olicy object
ipsecpolicy Upldatelgsec S ipseCCREENISR o
Policy object
2% 4-126 PolicyRule
E= i) BEY | R
1%
source String & o INEGIHAR: EHbhERIER, MEZIPV4
BILESVPNMIKAYIPHMI AR A T
fico
o #%R: FEeSHEfPolicyRule FHY
sourcetB[E .
destination | Array of B o INEEIHBH: BRYMBLIMIES, MIEZ
String IPvARE T SVPN XTI PHMY AR

P SUTTR
EBNPVAR EAE TR -
192.168.52.0/24.

o A%R: G PolicyRulefzZIEE50
/N

()
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= 4-127 UpdatelkePolicy

B

RE

ju

ike_version

String

INEEIEE: IKERRAS,
EYESEHE:

vl, v2,

EANE:

v2,

phase1_nego
tiation_mod
e

String

iy

IhaEi<ee: thiiE=t,

EUESEE:

main: FER, hEEEREME
=o

aggressive: FFEEIET, HEFHRIR
BihEmIERS .

295 ikehR A V2RI 2RI
E&, IKERMRAAVIBTERL

authenticati
on_algorith
m

String

iy

IheeiBl: INIEENE . BXUZFER
EEESSAIE—MERENEE
Ao

BYESEHE:

sha2-512, sha2-384,

sha2-256, shal, md5,

Hrp, sha1fimd5Z2MRE, B
18R,

encryption_a
lgorithm

String

iy

INeeiRER: IEEE. Bz FE
EREESSAIIE—MEBEWEE
o

EYESCHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128,
aes-192, aes-256%&MR(E, 5
=1==8

dh_group

String

iy

TOREWER: SR EREAAIR(ER
BIDHAE, BizFREFESFT
BA—MERENEER.

BEUESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hr, groupl, group2,
group5, groupl4ZE£MRIR, 15
1B
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B

ESid)

ik

lifetime_seco
nds

Integer

o INEEINAER: FRSARIEZREER,
LiZEFEHBBRIRIKE SAKBELD
B, BRZFREEES G —
MERE LR

o EYESBE]: 60-604800, EAfi:
o

local_id_type

String

oy

o INREEIRER: ZNimIDEEY
o HUEEE:
- ip: IPZEEY,

local_id

String

iy

o INEEHER: AiwID.

o ZJsR:
Hlocal_id_typeipht, BJARIE,
IEEEHEIPVAEI

peer_id_type

String

oy

o IfREIRAR: XJimIDIEEL,
o BUEEHE:
- ip: IPZEEY

peer_id

String

iy

o INEEWBEA: XJimID,

o ZJER:
Hlocal_id_typeipht, BJARIE,
IESEHREIPVAIE .

dpd

UpdateDpd
object

oy

MNERFECNITR

& 4-128 UpdateDpd

SR

ESid)

g

timeout

Integer

o INEEIRAR: WHEAEIENIRNE
EIER

o EUESEE: 2-60, B{y: ®, FE
BIERIAS915,

interval

Integer

oy

o INREIRAR: XFAFEICN=RAT

ia).
o EWESGE: 10-3600, Eafi: b,
REATEAHA 30,
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B i =AY | R
%
msg String & . {)éﬁ‘éi%ﬂﬂz AT AR SIAE
IVo

o BUESEE:
seg-hash-notify: }#§EDPDIRXH
AOETFIR A =2hash-notify .
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
XA Hseq-hash-notify

%= 4-129 UpdatelpsecPolicy

BiR St} ZA/Y | ik
i

authenticati | String = o INBEIRAR: INIEELE., SHATF]
on_algorith MD5ZE£4HRIK, BIEA. B
m ZFREEEEDE _MREWE

£,

o EUEEHE:

sha2-512, sha2-384,

sha2-256, shal, md5,
encryption_a | String & o INEEIRER: DINZEEX. 3des,

lgorithm aes-128, aes-192, aes-256% %
MRIK, BIEA. BizFRES
EEH_MRENEER.

o HYESBHE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

ThgEEiER: PFS{EFBRIDHESRA.

o HYESBHE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, BXIAA
group15,

Hrh, groupl, group2,
group5, groupl4LEHRI(RK, 15
=122

N
[ ]

pfs String

transform_pr | String S o INBEIRER: (BN,
otocol o HUESEHE:
esp: FERZEIMN.
EKiNSgesp,
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2R S 2/ | ik
ik
lifetime_seco | Integer & o INREEIHAR: FTRECEIPSeEEZE
nds M AYRRBLART B A EIEREFR
HA, EXZFEREFESNE M
BREBNERER.

o EYESBEL: 30-604800, EAfi:
#, BXIAA3600,

o INBEEIRAR: IRSCEEIED

o HUESEE:
tunnel: FFEEI,
EiAAtunnel,

oy

encapsulatio | String
n_mode

o EXREH
a. EHIIRFR o

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [
"192.168.1.0/24"
1
}
}

b. FEHRESHIN
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{

"destination": [
"192.168.1.0/24"
1
H
}
}

c. EFrEasREE.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
I
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

d. BEFNEZEBR.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

"vpn_connection": {
"name": "vpn_connection_name"
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NAzHR
o RS
IR[EPMRZERS I 200: successful operation,

= 4-130 IR Body 2#5I%

B it ik
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,

2% 4-131 ResponseVpnConnection

2R ESid) )%

id String e IHAEIRAA: VPNIEIZID,
o &= 36{UUID,

name String o INAGIHAR: VPNIEEZIR,

o EUESEE: 1-641MFETF, TIFH=F. =
XFHE. A3 (\u4e00 - \udfas). (T
¥zk) . -(PXLk) .

vgw_id String o INREIRAR: VPNMIXID,
o #&3{: 36fIUUID,
vgWw_ip String o INAEEWRAE: VPNRIEEIPHYIDEIENFA
RAIP o

o H&Z: 36 UUIDE = TidH]IPvALt
ft (40192.168.45.7 ) .
style String o INAEIRAR: EHEET,

o HUBESEHE:
POLICY: H=EEER

STATIC: 3&5EEHE .
BGP: bgpi&HtER .

cgw_id String o INALIHAA: YTUERIEID,
e 18=: 36{ZUUID,

peer_subnets | Array of String | IPv4AXJim—FM . ZVPNRIZKAIKEAEN A
ERFHstyle=FEZ ABGPaLPOLICYHIAIR
=],
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2R =i i)
tunnel_local_a | String BEEX TEREEVPNRME _EAYtunneliE
ddress Ot {XZstyleASTATICEBGPRIH
B
tunnel_peer_a | String RN TR ETERFPMIZE _ EAYtunnel
ddress EOMNE, {NYstyle ISTATICEBGPETHE
B
enable_nga Boolean o INACHAA: FRENQARET, {XYstyledy
STATICH}IR[E]
o HYUESEE: true, false,
enable_hub Boolean o INREIHEE: ABHOXEEE, (NYstyles
BGPHRYIR[E],
o HYUESEE: true, false,
policy_rules Array of IPVASRESIEICHISRESIRMZE , (N Hstyles
PolicyRule POLICYBVPN®FEHIIPIMYERAS A IPv4
objects ATIR [EISERRAYSRIS AL .
ikepolicy IkePolicy ikeZREENIER o
object
ipsecpolicy IpsecPolicy ipsecEREEXTSR .
object
created_at String o BIFEHTIE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o Efe—IXEHATE,
o UTCHYENEZN: yyyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IfEGIHER: TIIRAID,
ect_id o #&zt: 36(UUID, Svgw_idFFkRia
VPNRIEAI IV IRE ID—F .
connection_mo | String o IfREIHEA: VPNIEZEISIZID, {NZVPN
nitor_id EE Mg g iEEniERE .
o &4 : 36{ZUUID,
ha_role String o INEEIHAR: FH/ELVPNMETAYIER:
BY, 'masterZFEiERE, 'slave'®RE
&, WEEIL T E9EREha_role#f2
'master’,
o ZAE: master,
tags Array of &R
VpnResourceT
ag objects
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% 4-132 PolicyRule
2R 281 i)
source String TRHEAEIES .
destination Array of String | EIBIHELEER . BAMPVARERAE U~ :
192.168.52.0/24, B PolicyRulegzZiR
E1501
& 4-133 IkePolicy
2R il fR
ike_version String o INAEHRR: IKEARAS,
o BUETHE: v1,v2,
phase1_negoti | String o INRSHRA: thigtEz=t. (NYIKERA VI
ation_mode AfiR[E],
o EYEEHE:
main: F&EH, IETEZEHS.
aggressive: B¥ERIET, tHEFHUEE
[ElpAES=
authentication | String o INEEUHER: TAUFESE,
_algorithm o EYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INRLIHAR: INZEL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIHEA: SE—PEREIPIEFERAIDH
A,
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAR: ikethESETHSIAIETSE
_methOd ° HY{E:;.—BF
pre-share: FRH=EH.
lifetime_secon | Integer o INBEIHAR: FRSANEZFEHD, Hiz4sE
ds ZEHBABAT S IKE SASBEhEH
o HUESEE: 60-604800, ZAfi: &b,
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local_id_type String o INELIRER: AKimIDZERY,
o EUESEH:
- ip: IPZEEY,
local_id String ANigID, Hlocal_id_typegipAtiR[EI B2,
EFVPNIEZITIEERIARIRID, KiIgERT
IR[E]VPNZELZFR{EERIVPNRIXIP
peer_id_type String o INESIRER: XimIDIERY,
o EYEEHE:
- ip: IPZEEY
- any: (=
peer_id String FimID. peer_id_type miphhiR[E] Gl
EHVPNIEZIHEERIXTIRID, KIgERT
R[EIRFiwRMKAIIP
dpd Dpd object S EARFECNITR
2= 4-134 Dpd
B St R
timeout Integer o INEEIRBE: NHEARFHNIREEE
(=8
® HY{E:;FBF 2'607 E'ﬁ‘z *ﬁ\o
interval Integer o INEEIRER: WEARFEHN=HATE,
o HUESEE: 10-3600, BEfi: #b,
msg String o INEEIRER: WERBHRNIESER .
o EUETHE:
seq-hash-notify: 5xEDPDIRIZHFRIZ:
fAFlRE2hash-notify
seq-notify-hash: F§EDPDIRSIHRIE;
fAlREZnotify-hash,
& 4-135 IpsecPolicy
B i) iR
authentication | String o INRGIHER: TAMEESE,
_algorithm o HYESBE: sha2-512, sha2-384,
sha2-256, shal, md5,
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mode

4 AP
B -3t ik
encryption_alg | String o INEGIRER: MNZE;X,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String INgEAA: PFS{EERIRYDHZREEAE
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INEGIRER: (&MY,
ocol . EUEBE:
esp: FERZEIN.
lifetime_secon | Integer o INREIRAR: FRNECEIPSeciEiFEZAIME
ds ELARE AR ERNEFEE.
o EVESBE: 30-604800, Bfi: b,
encapsulation_ | String o INEEIRAR: IRCEEER

o HUBESEE:
tunnel: BEEET .

%= 4-136 VpnResourceTag

B it ik
key String o INASIHAA: FRESHYEE.
o EUESEE: 1-1281FF, XiFH=F.
WYFE, fX. AFE. #@iE. T
$§7 L\/L&Ly\—lzifg _-::+'@o
value String o INEEIRAR: FREAIE.
o EUESEE: 0-2551MNFFF, iFH=.
BYFH., BN, BFE. g5 T
1%, D)\&D)\T?fg _-::+'@o

LI )iz =2

a. EFHVPNIEERINER .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.1.0/24"],

"tunnel_local_address": "169.254.56.225/30",
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"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local id": "10.2** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}
b. KEEH=TEFMEM
{

"error_code": "VPN.0001",
"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",
"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"

}

N
S MA2 K.

4.1.3.6 & VPN iEE

IHEENA

RIEEZID, MFRIEEAIVPNESE,
BARBE

152 WAN{aliEFAPI

URI
DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}
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& 4-137 SH4%0A
2R 2R =R/Y | WA
ik
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vpn_connectio | String 2 VPNIEZID,
n_id
BKEHR

o IBERBH
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

MaREHEE
o IMRIBH
IRENAZSES A 204: MBRAETN o
o IRIFER)
HREEIHER TR

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",

"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",

"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"
}

W&

Nig

52 1A2 K&

4.1.3.7 &if VPN iEEZAE
IHREN A

FIRIERID, BESENVPNEEER,
VEIZz) RS

B2 MAMTERIAPI .

URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/log

2025-12-18

139



FEILE M4
AP &%

4 API

= 4-138 SR

BiR St =Ry | %A
i%&
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
vpn_connectio | String 2 VPNIE#ID,
n_id

IEKiHE
o ERBH
o
o IERIER

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/log

A
o IRIESEL
IREYAZSAS S 200: successful operations
% 4-139 KL Body S45I%
2R 268 ik
logs Array of Log logXFER
objects
request_id String BKID,
# 4-140 Log
B - Jid] A
time Integer o INEEHER: AT E)EL.
raw_message | String o INEEIREE: AHEEE.
o IRI:
AY{EEE: YYYY-MM-
DDTHH:MM:SS.SSSSSS+HH:MM
FHE: host-XX-XX-XX-XX, XX-XX-
XX-XX: ONF"-"oRiEE, F£rT
,ﬁE"JIPi‘miﬂ: ( |l.ll?&§}§%ll_ll)
THE: <HEEE> <HER> <H
HR> <SH5%R>
HIZER: <HiESR>[<HIZID>]
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o R4
{
Hlogsll: [
{
"time": 1735024112,
"raw_message": "2024-12-24T07:08:32.730275+00:00 host-xx-xx-xx-xx ipsec_ike[30085]:
[xx.xx.xx.xx] IPSec tunnel negotiation fails. (Ifindex=[207], PolicyName=[], SeqNum=[0],
PeerAddress=[xx.xx.xx.xx], PeerPort=[500], Reason=[version mismatch])"
}
1
"request_id": "f15d2c621593f2018c23eb1d49e3605e"
}
RS

URI

\E N 24
18> 7ﬁl§\

NaRzER

IRIEIEZID, EEIEEIVPNIER:,

152 AalEABAPI,

POST /v5/{project_id}/vpn-connection/{vpn_connection_id}/reset

% 4-141 SEUKR

2R St =&Y | kb
&
project_id String = IREID, aJLABIIIkEIE IDZRENRE
ID,
vpn_connectio | String = VPNIEZID,
n_id

o IBRBY
o
o EREH

POST https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/reset

o NS
IREYAZSAZ ST 200: successful operations,

2025-12-18

141



FEE FAMIES
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% 4-142 QL Body 2#%IFE
B -3t R
request_id String B3KID
o MRS
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
NEE

BEEMA.2 KA.

4.1.4 VPN 1EZIGE

4.1.4.1 B3 VPN EiEisis

a6
ThEEN 4B

BIEEVPNIER IR . EZ T
X+ ISR AR BT,

EMXZENEERICE, MMMERICEILAEEVPNK
SRR EREER, ATRNVPNIERERIER

io
ARBE
152 WAMTEBAPI,
URI
POST /v5/{project_id}/connection-monitors
& 4-143 #4508
2R E i) =AY | A
ik
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID,
iﬁ*iﬁl%\
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% 4-144 5Kk

B i) 2EY | itk
i
connection_ | CreateConn | & connection_monitor¥dsR .
monitor ectionMonit
orRequestB
odyContent
object

% 4-145 CreateConnectionMonitorRequestBodyContent

B S} =EY | A
1%
vpn_connecti | String 2 VPNIiERZE S IEIT M AIVPNIESEID
on_id AILABS BV PNERESIESEVPN
EEID,

o EREH

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"

}
}

)AL
LI )V
EMAZERS ST 201: successful operation.

% 4-146 IR Body 2#5I%

E= E-Sit) ik
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BKID,

2& 4-147 ConnectionMonitorInfo

AR i iR
id String o IfACIRER: VPNIERZEMSIZID,

o 1&=L: 36{ZUUID,
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E= i) 1k
vpn_connectio | String o INAEGIHAR: VPNIEREISIEITRIAIVPNIE
n_id D,
e ’I(: 36{UUID,
type String o INBEIRAR: WEimsERY,

o HUEEE:
gateway: VPN,

source_ip String VPNEZIGIEAYRIBIE
destination_ip | String VPNIEE SR B a0ttt
proto_type String o INAEEIRER: nqafdFEAIMNEEEY,

o HUESEE:
icmp: ICMPHMY.

o [BRZHFA
{

"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",

"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
h
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}

AT
IH2 A2 R&H8,

Mg

4.1.4.2 &1 VPN EEGE

TEENEE

HRIEVPNIERZ I 1ZRYID, EiaE ERIVPNIERE IS .
RS

52 AMEE AP,
URI

GET /v5/{project_id}/connection-monitors/{connection_monitor_id}

2025-12-18 144



FEILE M4
APl &% 4 AP

= 4-148 SR

2R ESid] =5 | kA
ik
project_id String = IREID, BJLABIIIREVIN R IDFREIRE
IDo
connection_m | String = VPNIEZWSIZERIID,
onitor_id

BERIHE
o ERSH
o
o iEREAHI
GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}
NoALHS

o NS
REMAZSIS /A 200: @A

2= 4-149 IR Body S2#5I%E

B i) ik
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BXKID,

2 4-150 ConnectionMonitorinfo

E=2 E-Sit) R
id String o IHACIRAA: VPNIEZEISIEID
e 1&z: 36fIUUID,
status String e IfEEIHER: VPNIEEISIRIRE.
o HUESEE:
ACTIVE: IEE,

PENDING_CREATE: @lgrh,
PENDING_DELETE: &,

vpn_connectio | String o INAEEIHAR: VPNIERZEIEIIMAAIVPNIE
n_id #ID,

o #&z: 36{7UUID,
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E= i) 1k
type String o INACIAR: NafmagRy
o EUETHE:
gateway: VPNR{X,
source_ip String VPNIEEZ IS=RYIE L .
destination_ip | String VPNIEZIEEAY B aIHEL
proto_type String e INEEIHAR: nqafERAAIIMNEEE!,
o EUETHE:
icmp: ICMPHY .
o R4
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway",
"source_ip": "88.***.***.60",
"destination_ip": "88.*** *** 32"
"proto_type": "icmp"
by
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"
}
RS
1BS A2 K&,

4.1.4.3 &) VPN iEZS1ER5%

IREN 4R

EVPNIERISRTI .
ARG

BESANTEFAPL,
URI

GET /v5/{project_id}/connection-monitors

*& 4-151 SRR

BR it =25Y | %K
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
ID,
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APl &%& 4 API
= 4-152 153K Query &#151%
2R 5] =R/Y | #R
i
vpn_connecti | String B VPN&EEID,
on_id
enterprise_pr | Array B EWIRBEID,
oject_id
BKEE
o BEXRSH
To
o BRI
a. BEEFEVPNEREKEE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors
b. #R#Evpn_connection_id&ifVPNIEZIIZ,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}
IAzER
o IS
IREMAZSAS D 200: EiGRLIN
= 4-153 g Body 2#7IE
B - Jid] A
connection_mo | Array of connection_monitor{d&R .
nitors ConnectionM
onitorinfo
objects
request_id String BEKID,
2£ 4-154 ConnectionMonitorInfo
B E-Jid] i)
id String o IDBEIRAA: VPNGEREISINID,
o T : 36{ZUUID,
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2R i) i)
status String o IfEEIRAA: VPNIEZISIRIRE,
o EUETHE:
ACTIVE: IF%E.

PENDING_CREATE: @lz&*rh,
PENDING_DELETE: &,

vpn_connectio | String o IHEEIRAR: VPNIEREISISIINAIVPNIE
n_id ;IIDO

o I&=: 36{ZUUID,
type String o IfEEUGAA: MRImSERY,

o EYETBHE:
gateway: VPN,

source_ip String VPNIEZ ISISRYE L .
destination_ip | String VPNERZIGEAI B AL
proto_type String o INALIRAR: nqafFERERIMNEEEL,

o EUETHE:
icmp: ICMPHHMY o

LI )iz =2
a. El’]ﬁEEVPN R MR o

"connection_monitors":[
{

"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32",
"proto_type":"icmp"

"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.7** *** 21",
"destination_ip":"88.*** *** 12",
"proto_type":"icmp"
}
1,
"request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"
}

b. $E§Evpn connection_id&i8VPNZERZ IEIEAINA .

"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.***.*** 60",

2025-12-18 148



FEILE M4
AP &% 4 AP

"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
}
1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"
}

TN

W

i%z = )HLJA-z )Iklu\ﬁg o

4.1.4.4 HIE& VPN ERESEE

IHEENA
IRIEVPNIERZIGIZRYID, MIBRISERIVPNIERZ ST
RARBE
B2 AEEAAAPIL,
URI
DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}
% 4-155 2E5xEA
2FR it =&Y | kE
ik
project_id String s IREID, mJLABIdIRENIRE IDFRERE
ID.
connection_m | String = VPNEZIEIERIID .
onitor_id
BKEE
o ERESH
o
o EKIEH
DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}
=TS

o [HLNZSE

IREMAZSAD A 204: HHIRRALII o
o [ARZHFA

To

2025-12-18 149



FEILE M4
AP &% 4 AP

N

4.2 RE~HEO

4.2.1 VPN Big&R

4.2.1.1 EHHEER

TRENR
BIEIAPTEVPNIRS TN EREAR, EIEVPNRIEER. RIRMXEAR. VPN
MESERUAR

ARG
ESMATRERAP .

URI

GET /v5/{project_id}/vpn/quotas

% 4-156 S5

B R =EY | %A
%
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID,

ERIER

o EREH

GET https://{Endpoint}/v5/{project_id}/vpn/quotas

pzER
o [INS%
IREMAZSAS S 200: EiERIN.
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= 4-157 UK Body 2#5I%&

E=2 St R
quotas Quotas object | quotasifs,
request_id String BXKID,

2% 4-158 Quotas

B it fiA

resources Array of resourcesXys .
Quotalinfo
objects

Z& 4-159 Quotalnfo

SR 3 0
type String o JRGHER: IRiEtypeidiEETmIEERR
ROBRER .

o EUETHE:
- customer_gateway XFiHRIFE
- vpn_connection IV ERVPNIERE,
- vpn_gateway 1EIVERVPNRIX .
quota Integer A& LR .

used Integer EfERE.

LI )V =271
{

"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13

"type": "vpn_connection",
"quota": 5000,
"used": 306

"type": "vpn_gateway",
"quota": 50,
"used": 23
}
1
b
"request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}
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4 API

N

52 A2 &8

4.2.2 VPN kR

4.2.2.1 EFRIRELHIFIZR

ThRENA

RIEFEERRIFELAITIE.

BRLEE
152 WAMTREBAPI,
URI
POST /v5/{project_id}/{resource_type}/resource-instances/filter
X 4-160 =#45%HA
B 5] =A/Y | A
i%
project_id String 2 IRBID, AILAEEIRENR E IDFRENIRE
ID,
resource_type | String = o INEEiRRA: HRIESEE,
. HWETB“I-
vpn-gateway: ¥HERAZVPNRIX,
customer-gateway: YJumRIx,
vpn-connection: VPNi&E#Z,
% 4-161 153k Query S%1%
2R il =EY | #A
i
limit Integer = o INALIHER: THICEH.
o EYESBEl: 1-1000,
e FKIAME: 1000,
offset Integer a o INBEIHAR: ZE|{UE. MFEoffsets
HIEN T —REIEFBE S,
o EUEEH: &/IMEAHNO,
o FIAME: O,
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IEXRHE

% 4-162 iEKksH

E=4 i) AW | A
i
without_any | Boolean S o INELIRBA: ZFERtrueRIEIGRT
_tag BATIREEIR, L2
“tags” FE ., 1ZFEHfalseniE
KIBRHZSHAT, ZREARERL,
BMREIFFE &RREIL tags",
"matches" & &I E
tags Array of Tag | & o INREIREA: 1R&IIE.
objects o YR REES204.
matches Array of & o INEEIREE: ERFE, B5keyHl
Match value, key HREILFEHIFER, N
objects resource_nameZs, valueJITHED
AHE . keyNEIEFHE,
Z 4-163 Tag
2R i =aY | R
yoi
key String = o INEEIRER: FRESAYHE,
o EUESEE: 1-128)FFF.
values Array of = o INEEIRAR: FREMETIE. R
String valuesh=FzE, NIFER
any_value, valueZ[EREkRYE
o EUESBE: 0-2557MFFF,
o A4k: RRBEF20M,
2% 4-164 Match
B 3] ZEA/Y | ik
i
key String = o INgEBA: DLECAYRE.
e EYESBHE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o HBUEBE: 0-2557MN=FFF,
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o EXREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter
{
"tags": [{

"values": [
"value1",
"value2"

"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resource1"

H,

"without_any_tag": "false"

}

NaRZHS
o IARIBH
IREHRAFD S 200: ERY.

% 4-165 MR Body 2#31%

2R i) R
resources Array of HEXIRIIZE,

Resource objects

total_count Integer SICRE

2% 4-166 Resource

B i) ik
resource_id String =EID,
resource_detail | object ®FEFE. BTV E, ARz,
tags Array of |
ResourceTag
objects
resource_name | String HIBEZR,
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& 4-167 ResourceTag
EZ i) 1k
key String IR
value String FRERYE -
o IRIAEH
{
"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c¢13325",
"resource_name": "resource1l"”,
"tags™ [{
key": "key1
"value": "valuel"
1
1,
"total_count": 1000
}
KB
B2A.2 &L,
4.2.2.2 BFERLHIH=E
]jJ‘E\ /\QJJ
RIS ERRELOIHE.
BRGE
152 WAMTEBAPI,
URI
POST /v5/{project_id}/{resource_type}/resource-instances/count
Z 4-168 S5 HH
2R i) Z2/Y | A
i%
project_id String 2 IREID, aILABId3kEEE IDZREVRE
ID,
resource_type | String = o INEEiRRA: HRIEEE,
o HWE:}E.i
vpn-gateway: ¥HERAZVPNRIX,
customer-gateway: XJiHRIX,
vpn-connection: VPNi&E#Z,
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IEXRHE

£ 4-169 i5Kks%

E=4 i) AW | A
i
without_any | Boolean S o INELIRBA: ZFERtrueRIEIGRT
_tag BATIREEIR, L2
“tags” FE ., 1ZFEHfalseniE
KIBRHZSHAT, ZREARERL,
BMREIFFE &RREIL tags",
"matches" & &I E
tags Array of Tag | & o INREIREA: 1R&IIE.
objects o YR REES204.
matches Array of & o INEEIREE: ERFE, B5keyHl
Match value, key HREILFEHIFER, N
objects resource_nameZs, valueJITHED
AHE . keyNEIEFHE,
£ 4-170 Tag
2R i =aY | R
yoi
key String = o INEEIRER: FRESAYHE,
o EUESEE: 1-128)FFF.
values Array of = o INEEIRAR: FREMETIE. R
String valuesh=FzE, NIFER
any_value, valueZ[EREkRYE
o EUESBE: 0-2557MFFF,
o A4k: RRBEF20M,
2 4-171 Match
B 3] ZEA/Y | ik
i
key String = o INgEBA: DLECAYRE.
e EYESBHE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o HBUEBE: 0-2557MN=FFF,
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o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
{

"tags": [{
"key": "key1",
"values": [
"value1",
"value2"

"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
1,
"without_any_tag": "false"

}

WAGEHER
o OB
REPMAZSFD S 200: EiFREIN .

= 4-172 UK Body S2#5I%

E=4 i) 7%
total_count Integer SICRE

LI vz =27
{

"total_count": 1000
}

RS
BEBMA2 R0,

4.2.2.3 HERINZTRIFE
IHRENA
FIEEL AL E R IR .

AREE
ESAEAERAP,
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URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create
%= 4-173 SIS
B i) Z2/Y | A
i%
project_id String = IREID, aILABId3kEIRE IDFREVRE
ID,
resource_type | String = o INEEHER: JIRERY,
o BUECHE:
vpn-gateway: I ANZ=VPNRIX
customer-gateway: XJumRIx,
vpn-connection: VPNiZE#E,
resource_id String = ZIRID,
IBKER
o EKREH
= 4174 BREH
2R i) =R/ | EA
i
tags Array of = o INEERAA: 1REIIFR,
ResqurceTa o M EZEE0,
g objects
= 4-175 ResourceTag
BR =i =/Y | A
%
key String = o INEEIRER: FRESAYHE,
o EUESBE: 1-1281F1F, ZisH
F. BYFH. . mERFE.
#HiE. =K, LURUTERF: =
+-@,
value String = o INRLIHER: FRSHYE.
o HUESEE: 0-2551MF1F, 5
F. BYFH. . ERFE.
#HiE. =1, LURUTER: =
+-@,
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o BRI
POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create
"tags": {
"key": "key1",
"value": "valuel1"

1
}

N RzH R
o IS
@Mlu\ﬁ%jj 204: l/J\\jJuh‘ >Rk o

NG
ESMA.2 KT,

4.2.2.4 HHE=MFRFRIRE

INREN A

ISR BRI .
AR5

B2 MATARAPI
URI

POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete

% 4-176 SR

2FR i) =EY | ik
i%
project_id String = IREID, AJLABITIRENIGH IDFXEIRE
ID,
resource_type | String = o INBEIHAR: HREE,
. EWE?EII
vpn-gateway: HFIAZVPNRIX,
customer-gateway: XFimRIX,
vpn-connection: VPNE#E,
resource_id String = ZEID,

SXRHE
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% 4-177 EKksH

B i) =AY | R
i
tags Array of = o INEEIRER: REFIER,
ResqurceTa o I BEES0/.,
g objects

= 4-178 ResourceTag

BT et Eaw | ik
i
key String = o INEGIRAR: FREAYE.
o EUEEE: 1-1280FfF, ¥
F. BXFH. P, A,
/E. B8, URIATFE: =
+-@,
value String & o INRERAER: REHIE.
o EYESBE: 0-2550FFF, STiFH
F. BXFH., PX. YA,
/E. B8, URIATFRG: =
+@,

o EXREH

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete

"tags": [{

Ilkey”: l|key1 |l’
value1"

H
}

NaRzHR
o NS

IREMAZSEEA 204: BIBRFREERLIN

T

52 A2 )&

4.2.2.5 EF&RIRE

ab
ThREN 4R

EEELAIRITREER
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BEREE
155 IAaAAPL,
URI
GET /v5/{project_id}/{resource_type}/{resource_id}/tags
& 4-179 S ¥UHH
2R i) =EY | #ik
ik
project_id String = IREID, AJLABITIRENIGH IDFAEIRE
ID,
resource_type | String = o INEGIHER: &EEAY,
o EUEEH:
vpn-gateway: I AZ=VPNRIX,
customer-gateway: XFimRIX,
vpn-connection: VPNE#E,
resource_id String 2 ZEID,
BKER

WAGEHR

o BERBY
o
o EREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

o NS

IREMAZISH 200: G

= 4-180 IR Body 2#5I%&

E=2 St ik
tags Array of RIFIREIIZE
ResourceTag
objects
& 4-181 ResourceTag
B it ik
key String RSSO,
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B i) fR
value String FREERYE

o NaRFFI
{
"tags":[
{
"key":"key1 ",
"value":"value1"

}
1
}

KD
BEE2MA.2 ]R8,

4.2.2.6 BEHIMBERE

ThEEN R
HiREPEEEINB PEERIRERE THIFEIRES
BRI
iESAMEEAPI,
URI
GET /v5/{project_id}/{resource_type}/tags
& 4-182 SHUNEA
B E-Sit) =AY | ik
%
project_id String = IRAID, BILUBIIIREIE IDFXEIRE
ID,
resource_type | String = o INEEIHAR: HIREE,
J EﬂE?{ili
vpn-gateway: ¥R AZVPNRIX,
customer-gateway: XFimRIX,
vpn-connection: VPNE#E,
IBRiEE

o BKB¥
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o EKIEH
GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags
IALEE
o [INS%L
IREMRZSRS S 200: EERIN
= 4-183 IR Body 2#5I3%
2R it fR
tags Array of RIFIRESIER
ResourceTag
objects
2% 4-184 ResourceTag
2R 28 1)
key String RV
values Array of String | FrERIE.
o [IRZFEH
{
"tags":[
{
"key":"key1",
"values":["value1"]
}
1
}
RS
ES A2 RS,
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5 Rz 7=

5.1 =fl—: BIE=AZ VPN RX

12Ens
AETIEERAPETABEAPIREZEIEENZZVPNRIE

BURSRMF
o BOIRVPC, BINESM (EHFEZRER ) 1 “OIREMMERMTR
BTo
o EHBEMYVPNRXFENRKEES, FRBREHEEBAPIRENdpoInt,

o SIEMToken MIESFERIMESINGT, FEIRENAF TokenFHEEAZE RIS
AN “X-Auth-Token” FNVSSIEIIERIEELF . Tokenl\iE, BIXRIFESE
(BB =EOSE ) 1 TNEEN 815,

[MARY:E

BIZIAMBRSSIRENEIAI TokenBXUHA 924/ \BF , FE(ERE—{ TokenZEANET, AILASEIG Token
FF, BRMZEA.

HiEES

& 5-1 B2 VPN MXIERXBSH
2H 15A8 E{EHEB

vpc_id VPN K FriZERZAYVPCHY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢

local_subnets AimMIES . 192.168.0.0/24,192.168.1.0/24

connect_subnet | VPNMXRF{EHEAIVPCHRY | f5741286-demo-a8df-
+®ID, va86-2c82bd9ee114

eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
IDo va86-7366077bf097
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eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"eip2":{
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}

}
}

d. BEIBEKRIMNE
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIEIFER,

a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,

b. fERequest Headerdi&fN “X-Auth-Token” .
c. BEEFEKRMNER.
" EKRAINAT, MNSEENT, idEtEVPNRXAIID,
{

"vpn_gateway": {
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"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"az1", "az2"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2025-06-15T08:56:09.386Z",
"updated_at": "2022-06-15T11:13:13.677Z"

request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"

5.2 "B BUEEXTuwmR ST

Bria=

HIRRERG

AELIESHAFETIERBAPIKEIZETIHRIX .

SIERToken AIEFS LS AMIEENET, FTEIREVAF TokenH LA RZCIRI RN

“X-Auth-Token” ZIEEOiES

B=EAZSE )R NEENR” F15,

MR

HELA . Token\iE, BMRIEBESE ( EHTA

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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HiE S

& 5-2 IENIRM KIS R KB SE

8% izl:] &I

name X iwmPI KB FR o stub-customer-gateway-
id-1

id_value xR KARIRIE - 10.12.13.21

Y=
BREL R
1. BIEXTIRMIX
a. &% “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id AIRHID,
b. fERequest Headerdri&fN “X-Auth-Token” .
C. fERequest BodyH{EANSEINT .
{
"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value"; "1 0x* x+ 21"
}
}
d. BEEBEKRWMER.
" EKAIOAY, IMRSEENT, dFEXimMXAYID,
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
name": "cgw-3ebf",
"id_type": "ip",
“id_value"; 10+ =% 21",
"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
I
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}
2. EEXiRMPEKIER.
a. &iX “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idSIREID,
b. fERequest Headerdri&fN “X-Auth-Token” .
c BEBKRWNER.,
" EKEIOAY, MRSEENT, dREXSimMXAYID,
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
name": "cgw-3ebf",
"id_type": "ip",
"id_value"; "10.x%* x+ 21",
"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
h
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"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 ~fI=: Bl VPN NUER:

RME=
AEDIESHAF BT EARBAPIREIZEVPNIUER
BSR4
o BEEIEVPNRX, BKiESIEIZEVPNRIX,
o BEIENIRMX. BfiES el iwmkX,
o HI(EATokenNIESXNFTROIAESENAT, FEIREVAHF TokenHEEBZEOIE
b “X-Auth-Token” ENISZEOBERKIEESLH . TokenlAilE, EAIRIEESE
( EMFAE=EOSE ) 19 TNEER” B,
iR ER
#F 5-3 B VPN IEEZBERXESH
S8 izl BYE 5
vgw_id VPNRXID, 8030f6d6-demo-4d20-
a7f8-50a7a826e2f8
vgw_ip1 VPNRKEIP1RYID e4d7930f-demo-4cbf-b78a-
b004416c7485
vgw_ip2 VPNRXEIP289ID, 1fb97767-
demo-4d8b-83bb-6f878f662005
cgw._id XFimMIID o 8916effb-
demo-42d8-83d7-4517567d3d26
peer_subnets X+ 192.168.44.0/24
psk HE=ER4H, abcd*+**
BMEL R

1. EFXKEXVPCRIVPNRIX, GUEFHSISERILAIVPNIERE
a. &ix “POST https://{endpoint}/v5/{project_id}/vpn-connections/batch-
create” , project_idAIRAID,
b. f#ERequest Headerd1&fN “X-Auth-Token” ,
C. ?:T:Request Body?H{EASHUIT

"vpn_connections": [
{
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
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"peer_subnets": [
"192.168.44.0/24"

]

"pSk": "abcd****"

"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [

"192.168.44.0/24"

]

}
]
}

"pSk": "abcd****"

d. BEEBKRMMNESR.

" IEKRALIOEY, MNSEENT, idRtEVPNIERZRIID,
{

"vpn_connections": [

{

"id": "18be2aa1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 128",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
}

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",

"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

2

"created_at": "2025-03-17T12:25:21.369Z",

"updated_at": "2025-03-17T12:25:21.369Z",

"enterprise_project_id": "0",

"ha_role": "master",

“tags": [1,

"id": "c7e617bd-877f-demo-8af0-44b5f8598116",
"name": "vpn-e41c",
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"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1,
"tunnel_local_address": "169.254.73.253/30",
"tunnel_peer_address": "169.254.73.254/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "188.x** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-03-17T12:25:21.678Z",
"updated_at": "2025-03-17T12:25:21.678Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
}
1
"request_id": "a923f31456941e12c5fc9a663a6e630e"
}

2. EAVPNiEESEE,

a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

b. fERequest Headerdi&fN “X-Auth-Token” .
BEIEKIMNER.

" IEKAKIOEY, MNSEUNT, idFiEVPNIEERIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {

"ike_version": "v2",
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}

{

"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
L
"request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

"vpn_connection": {

"id": "18be2aa1-demo-410f-832e-4d8ba13b4c5d",

"name": "vpn-22b6",

"status": "DOWN",

"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",

"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",

"style": "STATIC",

"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,

"policy_rules": [],
"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-256",

"encryption_algorithm": "aes-128",

"dh_group": "group15",

"authentication_method": "pre-share",

"lifetime_seconds": 86400,

"local_id_type": "ip",

"local_id": "10.*¥** *** 128",

"peer_id_type": "ip",

"peer_id": "188.*** *** 189",

"dpd": {

"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"

}

I
"ipsecpolicy": {

"authentication_algorithm": "sha2-256",

"encryption_algorithm™: "aes-128",

"pfs": "group15",

"transform_protocol": "esp",
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"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

b

"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0"

"ha_role": "master",

"tags™ [,

"eip_id": "e4d7930f-7038-4cbf-b78a-b004416c7485",
"type": "ROUTE",

"route_mode": " STATIC"

L
"request_id": "62dc155a7353037f0a1ccc569016a3e9"

}

5.4 7~fIP9: €JZ VPN &Rzl

S T
AETIEERAPETIEAREAPIEEIZEVPNIERESE,

RO
o EolRVPNEE. BINESTEIERVPNIEE.

o  HIR{ERTokent\IEANFERIAIESANAY, FEIRENVFF TokenFFEiEFEE OIAHE
B “X-Auth-Token” EISZ#EOIERIEESLH . TokenAilE, BEAIRIEBESE
(BIFAB=EOSE )Y NEER B,

AR

BT IAMBRSZIRENE RS Token & 3HA 924/ \0F, FEE2(EAR—Token®EiNAT, ALAKEIE
TokenfE7x, BEESNZREA.

HIEHES
K 5-4 Bl VPN IEEISIEER X RB Y

2 izl EEHAI
vpn_connection_id VPNIEZISIEXT N AIVPN | cae286f2-demo-a8df-
&EZID, vaB86-e22416cal1220

RMEL R
1. QUEBVPNZERSSIE,

a. &ix “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIRHID,

b. 7ERequest Headerdi&N “X-Auth-Token” ,
C. fERequest BodyH{EANSEINT .
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}

}
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d. BEEBRMNER.

" EKRAINAY, IMNSHAT, idalEVPNEREGEERID,
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.***** 60",
"destination_ip": "192.x** *** Q"
"proto_type": "icmp"
%
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

2. EFVPNEREGEEFE.

a. &iX “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_idAIREID,

b. fERequest Headerdi&fN “X-Auth-Token” .
c. BEEBEKRMNLE

" IEREINAY, MWNSENT, idEiEVPNERERIERID,
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.****** 0",
"proto_type": "icmp"
L
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}
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6 AXPRFAIZANIR

6 I PRFIFRANIRN

6.1 BRI AR

NREEENSFAENVPNE R TRMEIONRELR, SaILERZ—BDIALER
%2 (Identity and Access Management, fEFRIAM ) , MRKSEEEZREHEENE
R, AEECEIMZAIAMAR, SLBNIAET, RAEMEFERVPNIRSHEE
IhgE,

BANBRT, FENAMBRREEUNR, BEEEENABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—IEMIIRN. &RIX
&, BRHALETEARRYZIRSHITERE.

PERRIEIEIRAUEHIEE, D AABTIREE. AELRSHINE, SIAMRREAY
—HPiRIER P A9 TAFERAEE XA BRAVFEALZ RS o SRESLAAPIZ O IR EH TR
oy, RINENEHE, AILUWSIHEIRNMEE. SRMEG, sEBHER I REN
HHIZEEEER,

AR
REERFEESEIERE MEORRIEIR, 1BERRE.

WSESEEZONERNIR, NRERKS TIIAMBRAREAPIERET, ZIAMA
PR EERZEORREIONR, B, APIEIEERAY . 5 MEORRZAIN
R, S&MEOPTXINAYZNUERIN, REARIERIEFHIR PRI NAY
R, ZAPARERINERIZEN . fliN, BRZEREOKEIAVPN X5z, B
AIXNAMBPIRIS RIS R RE S 7F “vpnivpnGateways:list” BIEIIR, %
EOZREEARII.

SZIFHIRARIN
RIEEERARBIBEINRE, IREARBAHTENER, EERALUGIES
EMEREE, FBITERFARTBE X RERHTHRMRINEES . RESSIFIRME
SAPIERIR, FRINIRYIZRABINT :
o PR: AIFEIEBEIURF.
o  XJWAPHEO: RESSEFRERAIAPHED
o NN REEHZIFAIAction, FEEEMRIEFHIACtiondPENZIIN, BJLASE

HREAR IS N AYEN PRI BE
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6 AXPRFAIZINIR

IAMIRE (Project) /N IRE (Enterprise Project): BENRIEHIIESCEE, SiF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREFPAENFFER, W
RELWEEPEN, WNZBEXKBAER .. XFIAMIMBESHIIENEX

Al, FEEE: (Z—SMAERSEFERE ) B9 “‘IAMSHRIEENXE)”

=
BT

VPNRISZ 5 B E X RIS RN T :

[ =61 ] VPNRISK, EEVPN MFEOXIMAVENIR, WeElFEVPNRX. EifVPNK
¥*. EEVPNRXSIZE . FHVPNRIE. MIBRVPNRIXEEREO,

(MR

VT RTIES, X RRERZSS

6.2 it A= VPN S IR5IFE
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6.2.1 VPN (<

PR

XIRZAPIEL]

AR
( Action)

HREREIHRAR TR

IAM | 2)VIR
InH | B
(Proj | (Enter
ect) | prise
Projec

t)

ellE=S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e er:iinstances:g
et

e vpcvpcs:list
e vpcpcs:get

e vpcisubnets:ge
t

e vpcsubnets:lis
t

e vpc:subnets:cr
eate

e vpcisubnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc.ports:creat
e

e vpc:quotas:list

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

v v
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PR

XIRZAPIE]

EIR
( Action)

AR HRAR

IAM | 72MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

vpc:routeTable
s:update

vpc:routeTable
s:iget

vpc:bandwidt
hs:get

=4
VPN

GET /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:get

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:iinstances:lis
t

er:instances:g
et

vpc:vpces:list
vpc:vpcs:.get

vpc:subnets:ge
t

vpc:subnets:lis
t
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AR X RZAPIHEC =R AE RIS AR T IAM | VIR
( Action) mB | 8
(Proj | (Enter
ect) | prise
Projec
t)
&#if GET /v5/ vpn:vpnGat vpcpubliclps:g | v x
VPN | {project_id}/vpn- eways:list et
XK3UZ | gateways vpc:publiclps:li
st
vpc:bandwidt
hs:list
er:instances:lis
t
er:instances:g
et
vpc:vpces:list
vpc:vpcs:get
vpc:isubnets:ge
t
vpc:subnets:lis
t
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PR

XIRZAPIE]

EIR
( Action)

AR HRAR

IAM | 72MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpces:.get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:isubnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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PR

XIRZAPIE]

EIR
( Action)

AR HRAR

IAM
InH
(Proj
ect)

TELIR
=|
(Enter
prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

e vpcirouteTable
s:update

e vpcrouteTable
s:get

v

i
VPN
A
X

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone:li
st
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AR X RZAPIHEC IR AE RIS AR T IAM | VIR
( Action) mB | 8
(Proj | (Enter
ect) | prise
Projec
t)

B POST /v5/ vpn:ivpnGat | e er:instances:lis | v i
VPNR] | {project_id}/vpn- | eways:upda t
TG | gateways/ tePostpaidS
{vgw_id}/update- pecification
specification

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpcsubnets:.de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:ge
e vpcirouteTable
s:update

e vpcrouteTable
s:get

Fekud | POST /v5/ vpn:vpnGat | - v v
BmAZ= | {project_id}/vpn- | eways:upgr
VPN | gateways/ ade

x {vpn_gateway_id}/
upgrade
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BURE X RIAPHE IR KBARIHA IS IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&L | GET /v5/ vpn:vpnGat | - x
=AZ= | {project_id}/vpn- eways:listRe
VPN | gateways/jobs sourceJobs
X155
SlIES
fip&us | DELETE /v5/ vpnivpnGat | - x
=AZ= | {project_id}/vpn- eways:delet
VPN | gateways/jobs/ eResourcelo
XL | {job_id} bs
6.2.2 XHUmIX
BER | MRZAPHEDO =R REROFEARIN IAM | 1)k
( Action ) B | B
(pr| (E
ojec | nter
t) pris
e
Proj
ect
)
IEEXS | POST /v5/{project_id}/ | vpn:custom | - v x
imMIE | customer-gateways erGateways
:Create
HiFXS | GET /v5/{project_id}/ vpn:custom | - v X
iwmME | customer-gateways/ erGateways
#15 {customer_gateway_id} | :get
&Eif3F | GET /v5/{project_id}/ vpn:custom | - v X
imME | customer-gateways erGateways
SIS :list
E#¥S | PUT /v5/{project_id}/ vpn:.custom | - v X
imME | customer-gateways/ erGateways
{customer_gateway_id} | :update
B&%d | DELETE /v5/ vpn:custom | - v x
w3 | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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6.2.3 VPN &E
R JTRZAPHE] IR PRI IAM | &
( Action) g | A
(Pr|Ig
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
fellfES POST /v5/{project_id}/ vpn:vpnCon ces:metricDat | v v
VPNE | vpn-connection nections:cre a:list
vl
= ate ces:currentRe
gionSupporte
dMetrics:list
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update
vpcrouteTabl
es:.get
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PR

XIMAPIE

EIm
( Action)

RERIE AR

IAM | &
mB | Ak
(Pr| IR
ojec | H
t) (E

&#if
VPNIE
1Z5%

GET /v5/{project_id}/
vpn-connection

vpn:vpnCon
nections:list

e vpc:publiclps:
get

e vpc:publiclps:
list

e vpcbandwidt
hs:list

e er:instances:li
st

e eriinstances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpc:subnets:g
et

e vpcsubnets:li
st

i
VPNZE
EiFB

GET /v5/{project_id}/
vpn-connection/
{vpn_connection_id}

vpn:vpnCon
nections:get

e vpc:publiclps:
get

e vpc:publiclps:
list

e vpc:bandwidt
hs:list

e er:instances:li
st

e eriinstances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpc:subnets:g
et

e vpc:subnets:li
st
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BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
(Action) e | W
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
EET?EE PUT /v5/{project_id}/ vpn:vpnCon vpcvpesilist | v v
VPNiZE | vpn-connection/ nections:up . .
223 {vpn_connection_id} date vpCvpcsiget

vpc:subnets:g
et

vpc:subnets:li
st

vpc:subNetw

orklInterfaces:

update

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

vpc:ports:get

vpc:routeTabl
es:update

vpcrouteTabl
es:get
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BER | XRZAPIEO IR HRRRATHZAN IR IAM | &
( Action) e | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
il DELETE /v5/ vpn:vpnCon ces:metricDat | v v
VPNiE | {project_id}/vpn- nections:del a:list
223 connection/ ete

{vpn_connection_id}

ces.currentRe
gionSupporte
dMetrics:list

vpc.vpcs:list
vpc.vpcs:get

vpc:subnets:g
et

vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update

vpcrouteTabl
es:get
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APl &% 6 I PRFIFZAIN
RER | XIRZAPIEEC BEAIm BRI IAM | &
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
#tE26 | POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v i
VPN | vpn-connections/batch- | nections:bat a:list
T create chCreate ces-currentRe
gionSupporte
dMetrics:list
vpc.vpcs:list
vpcvpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkInterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update
vpcrouteTabl
es:.get
&i8 GET /v5/{project_id}/ vpn:vpnCon i i
VPNiZE | vpn-connection/ nections:get
#HAZE | {vpn_connection_id}/log | Log
E=1 POST /v5/{project_id}/ | vpn:vpnCon v v
VPNIE | vpn-connection/ nections:res
£2 {vpn_connection_id}/ et
reset
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6.2.4 VPN &S

R XIRAPIHEO NI (AR IAM | &
(Action) mB |k
(Pr|IM
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
tlIgiE | POST /v5/{project_id}/ | vpn:connect | - v v
jEsIm | connection-monitors ionMonitors
:Create
EifE | GET /v5/{project_id}/ vpn:connect | - v X
$ZI5# | connection-monitors ionMonitors
IES :list
MBRZE | DELETE /v5/ vpn:connect | - i i
s | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
& | GET /v5/{project_id}/ vpn:connect | - i i
$ZI81= | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}

6.3 RS AHEORININGIZR
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6.3.1 VPN Ec&n
PR XIRIAPIEO NI HRERAOIEAIR IAM | &
( Action) mE | W
(Pr|Im
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
6.3.2 VPN =&
BUR XTRIAPIEO =R KHRRIIEAIR IAM | &
( Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags.create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vpn:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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BPR YIRZAPIEO =R KHRRIIAIR IAM | i&
( Action) mB | Jk
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - i i
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&R | POST /v5/{project_id}/ vpn:resourc | - v x
JBESLA5) | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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A fyR

A.1 3REXINH ID

B’rn=

ERAEOREHE, B2 URLPFEREANRBID, PRLAFERNEREBID. BUTH
FERENS = :

e FARBAPEREXIREID,
o  MNIZEHIBKEVIRBID,

EF API 3REXIRE 1D
IRE DAL A A E iR ¢ TR FUZRAPISKEY .

SAEVIRE IDAYIEO A “GET https://{Endpoint}/v3/projects” , EA{Endpoint}hAIAM
NRIETR. FEOMMEESSES R ( EFAE=EOSE ) B9 NEER” B,

MRBIENT , ERprojects FAY “id” BISIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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A B#zR

MEZHIEIRENIRE ID

NEEHISIREURE IDRIZ R T :

. BREEEE
2. BIrEEE EJ:%E’JH%F'% EETRSIERSRY “FRAYEIE”
£ “APIEIE” TWERIMBSIERHEEFIREID,

A2 RS
EA-1 EEREE
IEFEIRERS | KB i%AA
200 OK GET. PUTEMEIEEIR[E],
201 Created POSTIR{EIERIR[E],
204 No Content DELETERR{EIEREIR[E],

X A2 REIRENE

R[EE S 4B

400 Bad Request | BRSZEEFRAEIBEIBR

401 Unauthorized | #i5KAYREZER PR,

403 Forbidden SFEIE K R ERLIDHREELL

404 Not Found RS E R E B RAITRME -

405 Method Not | iIEKAPIEEMIGIERHCIF -
Allowed

406 Not BRSS 2 AL RN R Toi AR Pin g
Acceptable

407 Proxy BRYRE S ERRIERSHTINE, XHFIEK
Authenticatio SRR,
n Required

408 Request 1BKEBH 7RSS ESHIESFATIE
Timeout

409 Conflict HF R, EKRTERTHK

500 Internal BREKTHK. REEE.
Server Error

501 Not BREKRTH . RSB AZIFIMEKRAIINEE
Implemented
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APl &% A Bg=R
RENE E =it 4BA
502 Bad Gateway | iB3REKTH . IRFFEM LIRSS ZFWEI—1TEREY
G}
503 Service BRKRTH . RAEIIRE.
Unavailable
504 Gateway [TES N
Timeout
A.3 Bi=tg
INEEAA
APIRRAREREIRIY, SEEREHNRE], N\ PEEEXNVPNEREO (A81E
OpenStackR4&E1ZN ) HIREMIIERE
IR[EUAIER
i "code": "VPN.0001",
"message": "invalid request:xxx"
}
T EL N
LERFIAPIRS, JISKIEE) “APIGW” FRLHOSHIRES, 12 ML FAPIRXRIRIGHLT
QbR
= A-3 VPN A HHEEIRG
REB = HI=ES faR AL IEREE
400 VPN.0001 invalid BMASH | BRERATH
request:xxx N=Ps
500 VPN.0002 server error: | BRSZEA | REE AT,
XXX EREEIR
403 VPN.0003 | Authenticatio | 3E4&i5ia) | B FIEMAYMERIENIR .
n failed: xxx
404 VPN.0004 | resource not | HIEFXRIK | BHIARENIJESTIESIE
found F Rz T RS RLFE
lv(J\I}?o
400 VPN.0030 | The system is | RHEE BHEEER .
busy, please | T, 5
try later. BEiR.
400 VPN.0031 Repeated Esp=fc BHEEER .
operation. =
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